Sophisticated ad and click fraud scheme hides

malicious code in image files

How SlopAds Worked:
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1. Check if SlopAds app was downloaded from the threat actor’s ad campaign.

2. Contact the C2 server, download FatModule, and send device/browser info
to threat actors.

3. Perform final checks to avoid detection.

4. Begin ad and click fraud.

Key Findings:
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What Makes SlopAds Unique:

SlopAds uses mobile marketing attribution tools to determine if a download was the result of the threat actors’ own ad
campaign. The apps only attempt ad and click fraud if the app was downloaded because of the ad campaign.

The image files seen below aren't just image files, they're also puzzle pieces for FatModule, the part of SlopAds that attempts
the fraud. Hiding the malicious code in these images is called steganography.

Read the full for more details.
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