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Application Protection Case Study

Sally Beauty
Protects Against
Bot and Magecart
Attacks

Sally Beauty is the U.S. and Canadian brand of Sally Beauty Holdings, Inc., a global distributor and specialty retailer of
professional beauty products. Both retail consumers and salon professionals alike frequent its 5000+ stores worldwide
and its e-commerce site, sallybeauty.com.

Challenge

Sally Beauty conducts a significant portion of its business online and processes tens of thousands of credit cards each
day. The company noticed significant spikes in card-not-present (CNP) fraud. This cost them thousands of dollars per
hour in fees for card pre-authorization, address verification and payment gateway services.

Aninternalinvestigation revealed a significantamount of carding attacks were plaguing the e-commerce site. Malicious
bots were cycling through stolen credit card data, attempting small purchases to test the validity of each card. While
Sally Beauty used Salesforce Commerce Cloud (SFCC), including SFCC's built-in web application firewall (WAF), the
WAF's rule-based approach fell short when it came to stopping sophisticated carding attacks.

In addition, Sally Beauty was concerned about the growing risk of digital skimming and Magecart attacks. They
understood that weaknesses in first-and third-party scripts put them at risk, and manually monitoring script behavior
consumedtoo many resources. The company needed anautomated solutionto ensure safe online payment transactions
and achieve data privacy compliance..



Solution

Sally Beauty recognized that its charges related to fraudulent transactions were an escalating problem impacting the
costs associated with payment processing. HUMAN Application Protection addressed the needs of Sally Beauty to
develop its strategy for combating carding bots and Magecart threats.
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Results

Application Protection safeqguards Sally Beauty from automated attacks and client-side threats.

» Reduced digital CNP fraud costs: Application Protection reduced CNP fraud costs by 97%. By contrast, carding
attacks previously cost Sally Beauty over $3,100 per hour in fees alone.

« Ongoing bot protection without additional overhead: Sally Beauty was able to to stay on top of automated threats,
as well as separate malicious bot traffic from good bot traffic.

» Reduced risk of digital skimming attacks: Application Protection saved Sally Beauty significant resources by
automatically detecting and proactively mitigating potential Magecart threats.

About HUMAN

HUMAN is a leading cybersecurity company committed to protecting the integrity of the digital world. We ensure that every digital interaction,
transaction, and connection is authentic, secure, and human. HUMAN verifies 20 trillion digital interactions, providing unparalleled telemetry data
to enable rapid, effective responses to the most sophisticated threats. Recognized by our customers as a G2 Leader, HUMAN continues to set the
standard in cybersecurity. For more information, visit www.humansecurity.com
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