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Insights From the
2023 Cyberthreat
Defense Report

CyberEdge Group’s tenth annual Cyberthreat Defense Report
reveals how IT security professionals perceive the security
posture of their organizations and the challenges they face
establishing effective cyberthreat defenses.

Download the full report at www.humansecurity.com/cdr2023

Cybersecurity at a Turning Point?

After rising for years, the percentage of organizations compromised by cyberattacks has
leveled out. The percentage expecting a successful attack in the year ahead decreased 4%.
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Most Challenging IT Security Functions

Organizations are most concerned about the adequacy of their
capabilities in these areas of IT security.
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A Wide Range of Threats

These cyberthreats are among the ones that most concern IT security professionals

Ranked on a scale of 1to 5, 5 being of most concern.

Account takeover / credential abuse attacks 3_95

Phishing / spear-phishing attacks 3.91
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</> Ransomware 3.90

Advanced persistent threats (APTs) 3. 83

Attacks on brand and reputation 3.79
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Most Feared Web and Mobile Attacks

Organizations are most concerned about attacks on websites that can lead to fraud,
identity theft, damage to brand and reputation, and regulatory fines.

Respondents selected up to three.
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Pll harvesting Account takeover/
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Carding/payment fraud Digital skimming/ Ad fraud
Magecart

Rising Stars and Must-haves

Among application and data security technologies
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Bot Application API| gateway/ Database firewall Web application
management security testing protection firewall
Most planned for acquisition Most widely used today
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HUMAN is a cybersecurity company that protects organizations by
disrupting digital fraud and abuse with an industry-leading modern

defense strategy. To Know Who's Real, visit www.humansecurity.com.

Download the Full Report at:
www.humansecurity.com/cdr2023
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