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IT’S ANOTHER QUIET DAY AT HUMAN HQ wiTH
THE SATORI THREAT INTELLIGENCE TEAM. BUT WE
KNOW-IT CAN ONLY STAY QUIET FOR SO LONG...

HEY TEAM,
YOU'RE GONNA
110 SEE
Sl -

' I FOUND SOMETHING
WEIRD IN OUR AD TRAFFIC. I'M SEEING A
TON OF FRAUDULENT AD REQUESTS COMING

THROUGH. THERE WAS A PEAK OF 12 BILLION

AD REQUESTS IN JUST ONE DAY!

VIKAS, I THINK
IT MIGHT BE CONNECTED T0
THESE DEVICES I'VE BEEN
LOOKING AT FROM A FRAUD
EMPIRE CALLED

TEY TAKE O\

CONNECTED TVS AND OTHER
ANDROID DEVICES, PLANT TRIADA
MALWARE" ONTO THE DEVICES IN

CHINESE FACTORIES, THEN SELL THE

DEVICES TO UNKNOWING USERS.

THIS IS AT
THE FIRMWARE LEVEL,
JOAO? WOW, BADBOX
MUST BE VERY
SOPHISTICATED

WHAT'S HAPPENING:
CONSUMERS ARE PURCHASING
THESE DEVICES ON POPULAR
RETAIL SITES, NOT REALIZING THAT
ONCE THEY PLUG THEM IN THE
MALWARE WAKES UP.

| DOWNLOAD DIFFERENT FRAUD

THAT'S CORRECT, INNA! 80%
OF THE DEVICES I'VE ACQUIRED
ONLINE HAVE THIS MALWARE ON

THEY USE IT TO SNEAKILY

MODULES.

LOOK. THERE'S
AN AD FRAUD MODULE ON
SOME OF THESE DEVICES! IT
[{ COULD BE RESPONSIBLE FOR THE
FRAUDULENT AD REQUESTS I
MENTIONED EARLIER.

IT SITS
AND WAITS FOR

INSTRUCTIONS ON WHAT TO
DO NEXT. THE FRAUDSTERS USE
DIFFERENT MODULES TO ENACT
DIFFERENT KINDS OF FRAUD.

AND
WHAT MAKES
MATTERS WORSE:
THEY'RE USING THESE
DEVICE LOCATIONS TO
COMMIT CRIMES FROM
- ORGANIZATIONS,
HOMES, ANYWHERE!

IF WE ANALYZE THE
BACKDOOR, WE CAN FIND
WHAT'S GOING ON.




BADBOX
HAS INFECTED

THAT'S AL0T OF
DOORS. IT LOOKS

] LIKE THEY EACH HOUSE ANDI{:I'DO-%%SED
A DIFFERENT FRAUD MOBILE PHONES
MODULE. - '

8 TABLETS, AND CTV

| BOXES WORLDWIDE.

THAT'S A LOT OF
BAD BOXES!

LOOK!

THERE'S A =
DOOR CALLED @@ i

PEACHPIT AD

FRAUD. LET'S =) e I /=) Al S
INVESTIGATE Sl s

Efal
=3
WELL
THIS IS WAY

BIGGER THAN
WE EXPECTED.




PEACHPIT
HAS A COLLECTION OF

THIS OPERATION SPOOFS
39 FRAUDULENT APPS,

POPULAR APPS, THEY THEN :
SELL FAKE IMPRESSIONS :
THROUGH PROGRAMMATIC : WHICH WERE DOWNLOADED
OVER 1S MILLION

ADVERTISING. GABI, WHAT
TIMES!

DID YOU FIND?

THESE
APPS HAVE INFECTED. OVER THEY'RE
280,000 DEVICES, AND THOSE . By EVEN HIDING THE ADS
DEVICES ARE PRODUCING AN , ’ WHERE USERS CAN'T
AVERAGE OF 4 BILLION ‘ SEE THEM AND FAKING
\ i by CLICKS ON THOSE ADS

FRAUDULENT AD IMPRESSIONS \ & 5
A DAY! i 10 DEFRAUD
ADVERTISERS.

THERE y . \ THEN T

are 100 wany YOl VPN ) 72\ |
‘ BRIE W o PEACHPIT MODULE

MODULES FOR [N
. 60 AFTER
US 70 FieuT [ IS MAKING THEM A
THEIR PROFIT Ve, LOT OF MONEY. IT'S

INDIVIDUALLY, ~ : :
\ CENTER. LY LIKELY HELPING FUND
; N ALL THE OTHER PARTS

LINDSAY. A\ o
; OF THE OPERATION WE
SAW IN THE HALLWAY -
EVEN THE BACKDOOR-
ING OF THE DEVICES
THEMSELVES.

IF WE'RE

ABLE TO STOP
PEACHPIT, MAYBE WE
CAN MAKE IT HARDER
FOR THEM TO EXECUTE
AND MAKE MONEY FOR
THOSE OTHER SCHEMES.

WE HAVE T0 STOP




IT'S WORSE
THAN WE THOUGHT.
CAN YOU SEND
REINFORCEMENTS?

. YES!
S TM cALLING
~ | ON THE HUMAN
\ couteeTiver
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SHUT DOWN
THE FRAUDULENT
APPS! NO ONE CAN SUCCESSFULLY

DEPLOYED MARKERS

sl o~ | B
; ‘ PEACHPIT -

TRAFFIC.

R
\/

NOW THAT
WE KNOW WHO YOU ARE, 2
WERE GOING T0 MAKE IT'S TIME
SURE OUR CUSTOMERS ARE | ;
\ 10 TAPE SHUT THIS
&\ PROTECTED FROM YOUR \ BAD Box AND GET
[}l SCHEMES GOING FORWARD. W BACK T0 Hal
[ CONSIDER YOURSELVES N ;
\ WARNED.

g0 52 covED 2




ON OCTOBER 4, 2023, HUMAN'S SATORI THREAT INTELLIGENCE TEAM PUBLISHED THEIR
FINDINGS INTO THE BADBOX FRAUD EMPIRE AND THE SUBSEQUENT DISRUPTION OF THE
PEACHPIT AD FRAUD MODULE. THE BADBOX OPERATION, BASED OUT OF CHINA, SOLD
OFF-BRAND MOBILE AND CONNECTED TV (CTV) DEVICES ON POPULAR ONLINE ON RETAILERS
AND RESALE SITES. THESE ANDROID DEVICES CAME PRELOADED WITH A KNOWN MALWARE
CALLED TRIADA. ONCE THE DEVICE WAS TURNED ON OR PLUGGED IN, THOSE DEVICES CALLED
- HOME AND GOT SEVERAL “MODULES™ OF FRAUD INSTALLED ON THEM REMOTELY. ONE
OF WHICH WAS AN AD FRAUD MODULE WE DUBBED PEACHPIT. THIS CYBERCRIMINAL
ENTERPRISE DIDN'T DISCRIMINATE - THEY WENT AFTER CONSUMERS AROUND THE WORLD
BOTH IN THE PRIVATE AND PUBLIC SECTORS. THE SATORI THREAT INTELLIGENCE TEAM
OBSERVED MORE THAN 74,000 ANDROID-BASED MOBILE PHONES, TABLETS, AND CTV
BOXES SHOWING SIGNS OF INFECTION. THE COLLECTION OF 39 ANDROID, 10S, AND-
CTV-CENTRIC APPS IMPACTED BY THE SCHEME WERE INSTALLED MORE THAN 15 MILLION
TIMES BEFORE THE APPS WERE TAKEN DOWN. AT ITS PEAK, PEACHPIT-ASSOCIATED APPS
| APPEARED ON 121,000 ANDROID DEVICES AND 159,000 10S DEVICES IN 227 COUNTRIES
AND TERRITORIES. HUMAN WORKED WITH GOOGLE AND APPLE T0 DISRUPT THE PEACHPIT
OPERATION. HUMAN HAS ALSO SHARED INFORMATION ABOUT THE FACILITIES AT WHICH
SOME BADBOX-INFECTED DEVICES WERE CREATED WITH LAW ENFORCEMENT, INCLUDING
INFORMATION ABOUT THE ORGANIZATIONS AND INDIVIDUAL THREAT ACTORS BELIEVED T0 Rg
BE RESPONSIBLE FOR THE PEACHPIT OPERATION.

READY.TO
0 DIVE DEEPER?

[ CHECK OUT ALL OF
OUR RESOURCES
~ AROUND BADBOX:

WE NEED YOU TO MAKE OUR
MISSION A REALITY. SEE ALL
OF OUR OPEN ROLES AT

HUMANSECURITYCOMICAREERS

. HUMAN




