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And 
what makes 

matters worse: 
they’re  using these 
device locations to 
commit crimes from 

- organizations, 
homes, anywhere! 

It’s another quiet day at HUMAN HQ with 
the Satori Threat Intelligence team. But we 
know it can only stay quiet for so long…

*Triada malware - the known malware of choice by the BADBOX operators

How?!

This is at 
the firmware level, 
João? Wow, BADBOX 

must be very 
sophisticated

What?!

It sits 
and waits for 

instructions on what to 
do next. The fraudsters use 
different modules to enact 
different kinds of fraud.

Hey team, 
you’re gonna 
want to see 

this! 

I found something 
weird in our ad traffic. I’m seeing a 
ton of fraudulent ad requests coming 

through. There was a peak of 12 billion 
ad requests in just one day!

Vikas, I think 
it might be connected to 
these devices I’ve been 

looking at from a fraud 
empire called

BADBOX!BADBOX!

They take 
Connected TVs and other 

Android devices, plant Triada 
malware* onto the devices in 

Chinese factories, then sell the 
devices to unknowing users.

That’s correct, inna! 80% 
of the devices I’ve acquired 
online have this malware on 
them. Triada is a backdoor, 

they use it to sneakily 
download different fraud 

modules. 

Here’s 
what’s happening: 

consumers are purchasing 
these devices on popular 

retail sites, not realizing that 
once they plug them in the 

malware wakes up. 

Look, there’s 
an ad fraud module on 

some of these devices! It 
could be responsible for the 

fraudulent ad requests I 
mentioned earlier. 

Maybe 
if we analyze the 

backdoor, we can find 
what’s going on. 



3!On 
the count 
of 3 ...

1, 
2… CANNONBALL!

Woah. 
That’s a lot of 
doors. It looks 

like they each house 
a different fraud 

module. 

BADBOX 
has infected 

74,000 
Android-based 
mobile phones, 

tablets, and CTV 
boxes worldwide. 
That’s a lot of 

bad boxes! 

Look! 
There’s a 

door called 
PEACHPIT Ad 
Fraud. Let’s 
investigate.

Well 
this is way 
bigger than 
we expected. 



This operation spoofs 
popular apps, they then 
sell fake impressions 
through programmatic 

advertising. Gabi, what 
did you find?

PEACHPIT 
has a collection of 
39 fraudulent apps, 

which were downloaded 
over 15 million 

times!

These 
apps have infected over 

280,000 devices, and those 
devices are producing an 

average of 4 billion 
fraudulent ad impressions 

a day!

They’re 
even hiding the ads 
where users can’t 

see them and faking 
clicks on those ads 

to defraud 
advertisers.

There 
are too many 
modules for 
us to fight 
individually, 

Lindsay.

Then 
maybe we 
go after 

their profit 
center. 

The 
PEACHPIT module 
is making them a 
lot of money. It’s 
likely helping fund 
all the other parts 
of the operation we 
saw in the hallway - 
even the backdoor-
ing of the devices 

themselves. 

If we’re 
able to stop 

PEACHPIT, maybe we 
can make it harder 
for them to execute 
and make money for 
those other schemes. 

We have to stop 
them!

Let me 
make a 
call…



Partners! CUSTOMERS!

It’s worse 
than we thought. 

Can you send 
reinforcements? 

Yes! 
I’m calling 

on the Human 
Collective!



TO BE CONTINUED...TO BE CONTINUED...

Later on that day…

YOUR CHEAP ANDROID 

TV STREAMING BOX MAY 

HAVE A DANGEROUS 

BACKDOOR

We 
shut down 

the fraudulent 
apps! No one can 
download them 

anymore. 

And we 
successfully 

deployed markers 
that block 
PEACHPIT 
traffic. 

Now that 
we know who you are, 
we’re going to make 

sure our customers are 
protected from your 

schemes going forward. 
Consider yourselves 

warned.

It’s time 
to tape shut this 
bad box and get 

back to HQ!
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Ready to Ready to 
Dive Deeper?Dive Deeper?

Check out all of 
our resources 

around BadBox:

We need you to make our 
mission a reality. See all 
of our open roles at

humansecurity.com/careers

On October 4, 2023, HUMAN’s Satori Threat Intelligence team published their 
findings into the BADBOX fraud empire and the subsequent disruption of the 
PEACHPIT ad fraud module. The BADBOX operation, based out of China, sold 
off-brand mobile and Connected TV (CTV) devices on popular online on retailers 
and resale sites. These Android devices came preloaded with a known malware 
called Triada. Once the device was turned on or plugged in, those devices called 
home and got several “modules” of fraud installed on them remotely. One 
of which was an ad fraud module we dubbed PEACHPIT. This cybercriminal 
enterprise didn’t discriminate - they went after consumers around the world 
both in the private and public sectors. The Satori Threat Intelligence team  
observed more than 74,000 Android-based mobile phones, tablets, and CTV  
boxes showing signs of infection. The collection of 39 Android, iOS, and  
CTV-centric apps impacted by the scheme were installed more than 15 million 
times before the apps were taken down. At its peak, PEACHPIT-associated apps 
appeared on 121,000 Android devices and 159,000 iOS devices in 227 countries 
and territories. HUMAN worked with Google and Apple to disrupt the PEACHPIT 
operation. HUMAN has also shared information about the facilities at which 
some BADBOX-infected devices were created with law enforcement, including 
information about the organizations and individual threat actors believed to 
be responsible for the PEACHPIT operation.
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or humanity
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Join 
Our 

Team!


