
M3 USA, part of the M3 Group, provides physicians and other healthcare professionals with clinical education, as 
well as the opportunity to participate in market research projects and career growth initiatives. The company offers 
highly targeted interactive marketing, education, content and research solutions to the life science industry. M3 USA’s 
service for physicians and other healthcare professionals, MDLinx, provides physicians with up-to-date and relevant 
clinical information and education.

Problem
MDLinx was built using a monolithic system. Their bot 
mitigation solution leveraged a reverse-proxy-based 
architecture, meaning all traffic passed through a 
third-party platform. As the business evolved, M3’s 
engineering team began migrating MDLinx from the 
existing monolithic system to a new, redesigned system 
with a microservices architecture. The reverse-proxy-
based bot mitigation tool increased latency without 
providing granular access to log data or control over the 
proxy behavior. M3 needed a modern bot management 
solution that could scale with their business.
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“ Since we already needed 
a reverse-proxy for other 
purposes, another layer of 
reverse-proxying just to 
support bot-mitigation was 
something we wanted to avoid. 
Our previous solution required 
us to use it as a black-box.”

— Brian Hooper, CTO at M3



Solution
M3 needed a solution that would fit a microservices architecture and accurately block bot traffic while ensuring authorized 
users received an optimal experience. They turned to HUMAN Bot Defender, a cloud-based and infrastructure-agnostic 
solution for detecting and mitigating bad bots. 

Bot Defender employs behavior-based analytics to detect anomalies and prevent even the most sophisticated bot 
attacks. It offered a range of features that aligned with the team’s requirements:

About Us 
HUMAN is a cybersecurity company that safeguards 500+ customers from sophisticated bot attacks, fraud and account 
abuse. We leverage modern defense—internet visibility, network effect, and disruptions—to enable our customers to 
increase ROI and trust while decreasing end-user friction, data contamination, and cybersecurity exposure. Today 
we verify the humanity of more than 15 trillion interactions per week across advertising, marketing, e-commerce, 
government, education and enterprise security, putting us in a position to win against cybercriminals. Protect your 
digital business with HUMAN. To Know Who’s Real,  visit www.humansecurity.com.

Results
By implementing HUMAN Bot Defender, M3 realized compelling benefits:

• Improved performance: Replacing the previous solution with Bot Defender immediately improved the user 
experience by reducing the response time by 400ms — a reduction of over 30%.

• Better access to data: The M3 team enjoyed the enhanced reporting capabilities of the HUMAN portal and 
dashboards. free access to logs to enable a higher level of independence and control.

• Improved technical support: The level of knowledge and availability of the HUMAN support team, 
especially via Slack, was a game-changer for the M3 team. This cut the time they spent on technical issues.

FAST DEPLOYMENT 
AND VISIBILITY

Bot Defender was 
deployed quickly 
and easily with the 
close support of 
an experienced 
onboarding team.

COMPLETE 
VISIBILITY

The solution 
provided the 
M3 team much 
higher visibility 
with free access 
to traffic logs.

ALWAYS AVAILABLE 
SECURITY EXPERTS SUPPORT

HUMAN offers 24/7/365 
support to investigate security 
incidents, provide actionable 
insights and function as 
an extension of the IR and 
security teams.

FLEXIBLE ARCHITECTURE

The cloud-based solution 
was a perfect fit for 
microservices because it 
easily integrated with any 
existing infrastructure, 
without adding appliances 
or latency.


